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Abstract:  This outline provides a comprehensive list of considerations, 

recommendations and federal guidelines on school safety and emergency 

planning, management, and recovery.  It focuses on an all-hazards approach 

that can be used for violent incidents, as well as natural disasters.  Issues 

addressed include crisis communication, information-sharing, and community 

partnering.  
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 SCHOOL SAFETY AND EMERGENCY PREPAREDNESS 

Shamus O’Meara 

O’Meara, Leer, Wagner, Kohl, P.A. 

Minneapolis, Minnesota 

 

INTRODUCTION 

The horrific tragedy at Sandy Hook Elementary School in December, 2012, in which a gunman 

killed 26 people – 20 of them children of six or seven -- caused the nation to stop in its tracks.  We grieved 

with the parents and the community, we asked why, and more than we had after previous school 

shootings, we asked how.  This was a school with an active emergency plan, locked doors and alert staff.  

If this horror could happen at Sandy Hook, it could happen anywhere.  And once again, school boards, 

administrators and attorneys reviewed school emergency plans. 

This outline is intended to assist school attorneys guiding their school board clients through the 

school emergency planning and management process.  A review of our shared experience, unfortunately 

too often marked by tragedies, shows just how critical this information is.  The outline below focuses on 

national safety initiatives and community partnering as crucial planning tools, and provides numerous 

response considerations, as well as tips on crisis communication and information sharing, and a list of 

available resources. 

Emergency:  an unplanned event that can cause death or injury to employees, customers, tenants, the public, 

or the government; disrupt operations; and/or threaten an organization’s financial standing or image.  An 

emergency can come in the form of a natural event such as a tornado, hurricane or blizzard, an accident such 

as a chemical spill, or a violent act such as a shooting. 

Recent School Shootings 

1. December 14, 2012 – Newtown, CT 

2. August 27, 2012 – Perry Hall, MD 

3. April 2, 2012 – Oakland, CA 

4. March 24, 2012 – Starkville, MS 

5. March 7, 2012 – Jacksonville, FL 

6. February 27, 2012 – Chardon, OH 

7. February 24, 2012 – Bremerton, WA 

8. December 8, 2011 – Blacksburg, VA 
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9. May 10, 2011 – San Jose, CA 

10. April 6, 2011 – Opelika, AL 

11. March 31, 2011 – Houston, TX 

12. March 25, 2011 – Martinsville, IN 

13. January 5, 2011 – Omaha, NE 

14. October 8, 2010 – San Diego, CA 

15. March 9, 2010 – Columbus, OH 

16. February 23, 2012 – Littleton, CO 

17. February 12, 2010 – Huntsville, AL 

18. February 5, 2010 – Madison, AL 

19. February 17, 2009 – Detroit, MI 

20. November 21, 2009 – Savannah, GA 

21. June 24, 2009 – Parkersburg, IA 

22. November 12, 2008 – Ft. Lauderdale, FL 

23. August 21, 2008 – Knoxville, TN 

24. February 14, 2008 – DeKalb, IL 

25. February 12, 2008 – Oxnard, CA 

26. February 8, 2008 – Baton Rouge, LA 

27. October 10, 2007 – Cleveland, OH 

28. September 30, 2007 – Memphis, TN 

29. September 21, 2007 – Dover, DE 

30. April 16, 2007 – Blacksburg, VA 

31. January 3, 2007 – Tacoma, WA 

32. October 2, 2006 – Nickel Mines, PA 

33. September 29, 2006 – Cazenovia, WI 

34. September 27, 2006 – Bailey, CO 
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I. WHY HAVE A PLAN? 

 A. Indicators of School Crime and Safety 20111 

 Total Violent Deaths: 33 (homicides – 25, suicides – 5, law enforcement intervention – 3).  

Includes students, staff and non-student fatalities on school property, to or from regular 

school sessions or school-sponsored events. 

 Serious Violent Crime: 91,400 

 Violent Victimizations: 359,000 

 Theft: 470,000 

 

B. U.S. Department of Education Stats on Hazards Experienced at School (2003-2004 data)2 

 

 51,000 students injured on school buses  

 4 million children and adolescents injured at school 

 36,000 chemical exposures in schools  

 200,000 playground injuries 

 4.2 million youth have asthma attacks [some in schools] 

C. Anticipate and Control Hazards in the Workplace 

 Chemical Hazards 

 Physical Hazards 

 Exposure Monitoring 

 Ergonomics 

 IAQ/MOLD; Ventilation 

 Fire Prevention 

 Accident Prevention 

 Construction Safety 

 Risk Management 

 Federal and State OSHA Plans Required3 

 

 

                                                        
1
  Indicators of School Crime and Safety, National Center for Education Statistics, available at 

http://bjs.ojp.usdoj.gov/content/pub/pdf/iscs11.pdf.  Data applies to the period beginning July 1, 2009 and ending June 30, 2010. 

 
2  W. Modzeleski, Associate Assistant Deputy Secretary U.S. Department of Education Office of Safe and Drug-Free Schools, 

training materials, February 22, 2007, available at rems.ed.gov/docs/WelcomeAndIntroduction_PlenaryDay1.ppt. 

3
  Principal Emergency Response and Preparedness Requirements and Guidance, Occupational Safety and Health 

Administration, U.S. Department of Labor, OSHA 3122-06R 2004, available at 
http://www.osha.gov/Publications/osha3122.pdf. 
 

http://bjs.ojp.usdoj.gov/content/pub/pdf/iscs11.pdf
http://www.osha.gov/Publications/osha3122.pdf
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D. Statutory Requirement for Schools 

 In many states, school districts and charter schools must adopt a crisis management policy 

to address potential violent crisis situations.4  

o Developed cooperatively with administrators, teachers, employees, students, 

parents, community members, law enforcement, medical responders, emergency 

management, and others 

o Must include five school lock-down drills, five fire drills, one tornado drill  (also 

applies to private schools and educational institutions)  

 Minnesota Commissioner of Education must make available Model Crisis Management 

Policy.  (MSBA/MASA Model Policy developed collaboratively between MDE, MDPS, 

MSBA, and Homeland Security) 

II. ALL HAZARDS APPROACH 

A. Types of Hazards 

 Natural – Earthquakes, tornados, floods 

 Technological – Power outages, nearby nuclear plant 

 Infrastructure – Roads and bridges, utilities  

 Nonstructural – Portable room dividers, bookshelves, suspended ceilings and light fixtures 

 Man-made – Hazardous materials release, terrorism 

 Biological – Pandemic flu, contaminated food 

 Physical wellbeing – broken bones, suicide 

 Student culture and climate – bullying, drugs, violent behavior 

 

B. OSHA Statutory Requirement -- OSHA Act of 1970 (29 U.S.C. § 651 et seq.) 

 Requires each employer to have site specific employee emergency plans.  29 CFR § 

1910.38. 

 

C. In addition to compliance with hazard-specific standards, all employers have a general duty to 

provide their employees with a workplace free from recognized hazards likely to cause death 

or serious physical harm. This includes the prevention and control of workplace violence. 

 Workplace safety requires a clear evacuation plan and other systems and trainings to 

ensure workplace safety and adequate emergency response plans. 

 Create and share a policy of violence prevention 

 Take incidents seriously 

 Outline a security plan 

 Assign responsibility, authority and resources 

                                                        
4
  Minn. Stat. 121A.035, subd. 2, available at https://www.revisor.mn.gov/statutes/?id=121a.035&format=pdf.  Several states 

have this requirement or something similar.  See  http://www.nasbe.org/healthy_schools/hs/bytopics.php?topicid=3140. 

https://www.revisor.mn.gov/statutes/?id=121a.035&format=pdf
http://www.nasbe.org/healthy_schools/hs/bytopics.php?topicid=3140
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 Hold employees accountable 

 Encourage prompt reporting and tracking 

 Encourage employees to get involved and make recommendations 

 

D. NFPA 1600 Emergency Preparedness Standard 

 Voluntary standards for prevention, mitigation, preparation, response and recovery from 

emergencies for public, non-profit and private entities 

 In 2007, Congress Adopted 9/11 Commission’s Recognition of NFPA 1600 (as 

recommended by ANSI) 

 Updated 2010, 2013 Edition Pending 

 Possible precursor to mandatory private preparedness standards 

 

E. 9/11 Commission’s Recommendation 

“We endorse the American National Standards Institute’s recommended standard for private 

preparedness … We also encourage the insurance and credit-rating industries to look closely at 

a company’s compliance with the ANSI standard in assessing its insurability and 

creditworthiness. We believe that compliance with the standard should define the standard 

of care owed by a company to its employees and the public for legal purposes. Private-sector 

preparedness is not a luxury; it is a cost of doing business in the post-9/11 world.  It is ignored 

at a tremendous potential cost in lives, money, and national security.” 

“ The objective of the United States Government is to ensure that all 

levels of government across the Nation have the capability to work 

efficiently and effectively together, using a national approach to domestic 

incident management” 

(Homeland Security Presidential Directive 5,  Feb. 28, 2003) 
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III. THE OLD WAY V. THE NEW WAY 

Four Phases of Emergency Management  

Figure 1                                     Figure 2  

Prevention and Mitigation         Preparedness   

    

  

 

 

Figure 4                          Figure 3 

Recovery            Response   

 

 

Community Partners – The New Way 
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IV. KEY ELEMENTS OF EMERGENCY MANAGEMENT PLANS 

A. “All Hazards” approach 

B. Developed collaboratively with community partners  

C. Based upon sound data and information 

D. Practiced on a regular basis 

E. Continually reviewed and updated 

F. Living documents 

G. Command structure (NIMS) 

H. Tailored to conditions of individual buildings 

I. Address all four phases of emergency management 

J. Include a threat assessment process 

V. PREVENTION AND MITIGATION  

A.       Taking Steps Now to Prevent or Reduce Incidents and Exposure to Damage 

 Safety audit to identify critical issues and improve safety 

 Safety team meeting to assess current status of planning 

 Review and revise established Emergency Management Plan 

 Use Safety First Concepts 

e.g., CPTED – Crime Prevention Through Environmental Design; discussion with 

District’s architect (ingress/egress, lighting, card key access, etc.) 

B. Dialog with District Insurer for Safety Ideas  

 Loss control and accident prevention 

 Available risk mitigation programs and resources 

 Safety survey and auditing  

C. Call Fire and Police Chiefs for ideas and involve partners in prevention discussions 

D. School Climate programs 

 Anti-bullying 
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 Student assistance 

 Student well being  

E. Innovative Approaches 

e.g.  Specialized Joint Powers Board, Cooperative, Memoranda of Understanding between 

partners (school district, city, county, state, township, etc.) for shared emergency 

management resources 

VI. PREPAREDNESS 

A. Developing policies and protocols, incident command systems, training, planning, coordination 

and exercises for potential emergencies 

B. Action Steps Include: 

 Work with community partners to develop appropriate emergency management policies 

and procedures 

 Clarify roles and responsibilities - establish an Incident Command System 

 Provide training 

 Conduct drills and exercises 

 Obtain necessary equipment and supplies 

 Prepare for immediate response 

 Create maps and facilities information 

 Develop accountability and student release procedures 

 Address liability issues 

 National Incident Management System (NIMS)  

 Comprehensive, national approach to incident management; applicable at all 

jurisdictional levels and across all disciplines 

 Local education agencies receiving federal grant funding must support NIMS 

 Includes an Incident Command System (“ICS”):   Standardized, on-scene, all-hazard 

incident management concept using Best Practices to facilitate an integrated, 

organizational structure to match the complexities and demands of single or multiple 

incidents without being hindered by jurisdictional boundaries.  ICS helps ensure the 
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safety of responders and others, achievement of tactical objectives and the efficient 

use of resources. 

C. The Six Components of NIMS 

1. Command and Management 

2. Preparedness 

3. Resource Management 

4. Communications and Information Management 

5. Supporting Technologies 

6. Ongoing Management and Maintenance 

VII. SAMPLE SCHOOL-BASED INCIDENT COMMAND SYSTEM 

A. Incident Commander and Incident Command Team 

 Public Information Officer 

 Liaison Officer and Safety Officer 

  

B. Operations 

 Health Services and First Aid 

 Search and Rescue 

 Student Supervision 

 Student/Parent Reunification 

 

C. Planning 

 Documentation 

 Recorder 

 

D. Logistics 

 Transporation 

 Food Services 

 

E. Finance and Operations 

 Insurance Claims 

 Personnel 

VIII. RESPONSE CONSIDERATIONS 

A. Mobilize response team that shields the site, students & staff from outside forces 

B. Make call for assistance before it’s too late 
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C. Understand it’s not “business as usual” 

D. Act in the short-term, but think in the long-term 

E. Know key messages and stick to them 

F. Don’t allow media to dominate time, attention 

G. Convene Emergency or Special Board meeting: Superintendent, Counsel, other high level 

administrators  

H. Carry Out Response Plan  

 Coordinated approach and Master Plan to address issues presented 

 Assemble Crisis Response Team to Implement Plan:  Superintendent, Counsel, 

Consultants, designated school board member(s), critical administrators, state education 

department representative, and perhaps national school representative.  Predetermine or 

designate a leader/chair.  Set meeting schedule. 

 The Plan should include immediate action items (e.g., coordination with investigating 

authorities, grief counseling, media relations, evidence preservation, school resumption) 

I. Investigation Plan  

J. Potential Liability Issues 

K. Cooperate with authorities  

 Coordinate through counsel, 

 Protect disclosure of investigative items, (e.g., photos) 

 Request inventory of items (e.g., school computers may be seized as criminal evidence 

and sent to a forensics lab) 

L. Involve state/national school associations for available resources 

M. Develop plan to re-open the school, or use of leased/loaned temporary space – with 

coordinated plan for full security of students and staff at temporary site 

N. Implement plan for grief counseling 

O. Develop Plan for inspections and access to school,  

 Include sign-in, confidentiality, determine who should have access. Consider private 

security to protect site from unwanted inspections (i.e., media, tabloids, thrill-seekers, 

etc.). Preserve evidence through photos before reconstruction, clean-up, etc. 

 Promptly identify and secure student and employee victim records and personnel files; 

Inventory personal effects  
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 Keep written record of all investigative agencies involved in investigation, including all 

District materials provided to agencies.  Initiate diary system for interaction with agencies. 

P. Obtain and consult all applicable school policies and handbooks (school, parent, district) 

Q. Consider need for crisis management expert(s) for liability and practical issues 

R. Obtain all records and Memoranda of Understanding for any School Resource Officer 

S. Obtain copies of all Safety Information:  Emergency Management Plans, Board Minutes 

involving approval of safety plans, delineation of staff for implementation of plans, 

documentation practice drills and implementation, contracts and agreements with any vendors 

providing materials or plan proposals, etc. 

T. Letter to all District personnel – Preservation of Records 

Preserve information and evidence (e.g., memoranda, e-mails, text messages, voicemails, 

photos, etc.) 

U. Letter to District employees – Communication 

District’s expectations of employee communication about incident or District’s safety plan 

(e.g., media requests go to Superintendent or media relations person; no interview without 

notice to District)  

V. Notify District’s insurers - coordinated through counsel.  (e.g., insurer requests for information 

and interviews coordinated through counsel to protect  work product and attorney-client 

privilege) 

W. Collect Visitor logs; Phone logs and records; 911 calls 

X. All audio/video footage  

Y. Obtain and secure all evidence of past contact with perpetrator, or perpetrator’s family 

Z. Secure confidentiality/nondisclosure agreements for employees with access to sensitive 

materials; 

AA. Maps of school, scene of incident 

BB. State or state school boards association model policies, national guidelines 

CC. Seek grant assistance, Federal help for recovery efforts 

DD. Collect all media reports to aid in investigative efforts, and develop files for each witness giving 

a statement or account 

EE. Obtain all insurance policies for all insurance in place for District on date of incident  
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FF. Tailor Master Response Plan in accordance with the facts presented, practical  

IX. CRISIS RESPONSE – COMMUNICATION (See Appendix A, “Crisis Communication 

Planning Guide”) 

A. Internal:  

leadership, staff, key stakeholders, students 

B. External: parents, community 

C. Media: 

 heal and return to normalcy 

 stay on message; speak with one clear voice 

 respond to all reasonable requests 

 develop guidelines for access to students, staff 

D. Speed of communication 

E. First impressions are lasting impressions 

F. Factual content of the message 

Get it right, repeat it, share with others 

G. Trust and credibility are crucial to sustain support during and after crisis 

Elements: empathy and caring; competence and expertise; honesty and openness; 

commitment and dedication 

H. Email broadcasts 

I. District and school websites 

J. Rapid response/alert notification systems 

K. Hotlines/emergency voice bulletin boards 

L. Social media networks 

M. Facebook, Twitter, blogs, etc. 

N. Stay focused on target audiences 

O. Internal communication is more important 

P. View crisis from “outside in” to gauge public 
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Q. Watch for external political and personal agendas 

R. Watch for ripple effect and copycats 

S. Maintain active rumor control 

T. Balance privacy rights of individuals with public’s right to know 

X. RECOVERY  

A. Crisis can be long-term.  Recovery is a healing process 

B. Utilize coordinated grief counseling and mental health resources – involve community partners 

C. Seek opportunities to return to normal 

D. Seek to commemorate  

E. Bring in reinforcements 

F. Take care of yourself and your team 

G. Continuously update Emergency Management Plan 

H. Learn from other situations 

I. Train new staff immediately 

J. Retrain all staff annually; don’t forget students 

K. Crisis not only creates character, but reveals it 

L. Remember your team on anniversary dates 

XI. FEDERAL THREAT ASSESSMENT/SAFE SCHOOLS INITIATIVES 

A. In 1999, the FBI published The School Shooter, a Threat Assessment Perspective  

“…having a fair, rational, and standardized method of evaluating and responding to threats is 

critically important.” 

B. In May 2002, the U.S. Secret Service and U.S. Department of Education issued two important 

publications:  

 The Final Report and Findings of the Safe Schools Initiative: Implications for the Prevention 

of School Attacks in the United States 
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 Threat Assessment in Schools: A Guide to Managing Threatening Situations and to 

Creating Safe School Climates 

C. 10 Key Findings of the Safe School Initiative   

1. Incidents of targeted violence at school are rarely sudden, impulsive acts. 

2. Prior to most incidents, other people knew about the attacker’s idea and/or plan to 

attack. 

3. Most attackers did not threaten their targets directly prior to advancing the attack. 

4. There is no accurate or useful “profile” of students who engage in targeted school 

violence. 

5. Most attackers engaged in some behavior, prior to the incident that caused concern or 

indicated a need for help. 

6. Most attackers were known to have difficulty coping with significant losses or personal 

failures.  Many had considered or attempted suicide. 

7. Many attackers felt bullied, persecuted, or injured by others prior to the attack. 

8. Most attackers had access to and had used weapons prior to the attack. 

9. In many cases, other students were involved in some capacity. 

10. Despite prompt law enforcement responses, most shooting incidents were stopped by 

means other than law enforcement intervention. 

D. Bystander Study 

Prior Knowledge of Potential School-Based Violence: Information Students Learn May Prevent a 

Targeted Attack. U.S. Secret Service and U.S. Department of Education, May 2008 

1. Of the shooting incidents in the Safe Schools Initiative, 93% of the perpetrators 

exhibited concerning behavior prior to the attack, suggesting attacks might have been 

avoided with proper observation techniques and more open sharing of information. 

2. In 81% of the shooting incidents at least one other person had some type of knowledge 

of the attacker’s plan, and in 59% of the incidents more than one person had such 

knowledge. 

3. 93% of those individuals who had prior knowledge were peers of the perpetrators – 

friends, schoolmates, or siblings. 

4. Schools should ensure a climate in which students feel comfortable sharing information 

they have regarding a potentially threatening situation with a responsible adult. 

5. Bystander decisions to share knowledge of planned school violence results from the 

student’s positive emotional connection to the school and to its staff.  Bystanders who 

did not share information related to the planned attack reported no connection to the 

school or a negative perception of the school climate. 

6. “Developing meaningful social and emotional connections with students and creating a 

climate of mutual respect are essential to keeping schools safe. Such a climate 
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encourages all students with information about threats against the school or its 

students to share the information with a responsible adult. Students in this study felt 

connected to the school when they believed someone in the school knew them and 

cared for them. Schools demonstrate their commitments to such climates by 

promoting social and emotional connections between students, staff, and teachers in 

everyday interactions and activities. Simple and genuine measures, such as regularly 

greeting students, talking to students, and addressing students by name, help to make 

students feel connected and part of the school.” 

E. Information Sharing for Safety 

 Information sharing is a vital component of safety. 

 Federal and state statutes protecting records allow disclosure under several exceptions. 

 Personal observations can be disclosed (e.g., overheard threat). 

 Community partners should engage in dialog to include information sharing in your 

emergency planning. 

 Work together as partners. 

 October 2007 US DOE Guidance on FERPA5  

Personal Knowledge or Observation  

"FERPA does not prohibit a school official from disclosing information about a student 

if the information is obtained through the school official’s personal knowledge or 

observation, and not from the student’s education records. For example, if a teacher 

overhears a student making threatening remarks to other students, FERPA does not 

protect that information, and the teacher may disclose what he or she overheard to 

appropriate authorities." 

7. Other Opportunities to Share Information 

 State laws - disclosure to aid law enforcement process, promote public health 

or safety, or dispel widespread rumors or unrest.6   

 

 U.S. Patriot Act - disclosure of records without student consent in terrorist 

investigation section 507 of USA Patriot Act of 20017  

                                                        
5
  Balancing Student Privacy and School Safety: A Guide to the Family Educational Rights and Privacy Act for Elementary and 

Secondary Schools, Family Policy Compliance Office, U.S. Department of Education, available at 

http://www2.ed.gov/policy/gen/guid/fpco/brochures/elsec.pdf. 

  
6  See Minn. Stat. 13.82, subd. 15. 

 
7
  20 USCA § 1232g. 

 

http://www2.ed.gov/policy/gen/guid/fpco/brochures/elsec.pdf
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Good faith belief that disclosure is necessary to prevent or lessen a serious and 

imminent threat to health or safety.  E.g., in a school emergency, school 

personnel may be able to disclose to the School Resource Officer medically 

relevant information. 

 HIPPA - Protected Health Information may be disclosed to avoid a serious threat to 

health or safety.8 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Shamus P. O'Meara is a partner with the Minneapolis law firm of O’Meara Leer Wagner & Kohl representing 

school districts, businesses and public entities for over 20 years.  He has been through many crises with public 

officials, including two school shootings.   He works with state and national education organizations, mental 

health and law enforcement agencies to promote safety and violence prevention in schools and on 

campuses.   He is a safety consultant and expert witness for educational institutions and liability matters, and 

presents nationally on school safety topics.   Mr. O’Meara is a director of NSBA’s Council of School Attorneys. 

He received his law degree from William Mitchell College of Law. 

                                                        
8
  45 CFR § 164.512(j). 
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RESOURCES 

 U.S. Department of Homeland Security http://www.dhs.gov/  

 U.S. Department of Education Office of Safe and Healthy Students      

http://www2.ed.gov/about/offices/list/oese/oshs/aboutus.html  

 FEMA http://www.fema.gov/pdf/areyouready/basic_preparedness.pdf  

 U.S. Department of Education Emergency Planning Web site 

http://www2.ed.gov/admins/lead/safety/emergencyplan/index.html    

 Emergency Response and Crisis Management Technical Assistance (TA) Center 

http://rems.ed.gov/    

 Practical Information on Crisis Planning 

www.ed.gov/admins/lead/safety/emergencyplan/crisisplanning.pdf  

 U.S. Department of Education. “Emergency Exercises: An Effective Way to Validate School Safety 

Plans,” ERCM Express Newsletter, Vol.2, Issue 3, (2006) 

http://rems.ed.gov/docs/Emergency_NewsletterV2I3.pdf  

 U.S. Department of Education. A Guide to Vulnerability Assessments: Key Principles for Safe 
Schools. (2008) http://rems.ed.gov/docs/VA_Report_2008.pdf  

 U.S. Department of Education Action Guide for Institutions of Higher Learning 

http://rems.ed.gov/docs/REMS_ActionGuide.pdf  

 School Safety:  Lessons Learned, U.S. Attorneys Office, MN (2006) 

http://www.justice.gov/usao/mn/downloads/schoolbrochure.pdf  

 Complete Crisis Communication and Management Manual, National School Public Relations 

Association, Rick Kaufman (2009) 

 Template for Memorandum of Understanding (MOU) for School Crisis Response Mutual Aid, 

National Association of School Psychologists 

http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-

Disposition&blobheadername2=Content-

Type&blobheadervalue1=inline%3B+filename%3D%22Template+for+a+Memorandum+of+Underst

anding+%28MOU%29+for+School+Crisis+Response+Mutual+Aid.pdf%22&blobheadervalue2=appli

cation%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251838240676&ssbinary=true 

 

http://www.dhs.gov/
http://www2.ed.gov/about/offices/list/oese/oshs/aboutus.html
http://www.fema.gov/pdf/areyouready/basic_preparedness.pdf
http://www2.ed.gov/admins/lead/safety/emergencyplan/index.html
http://rems.ed.gov/
http://www.ed.gov/admins/lead/safety/emergencyplan/crisisplanning.pdf
http://rems.ed.gov/docs/Emergency_NewsletterV2I3.pdf
http://rems.ed.gov/docs/VA_Report_2008.pdf
http://rems.ed.gov/docs/REMS_ActionGuide.pdf
http://www.justice.gov/usao/mn/downloads/schoolbrochure.pdf
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Template+for+a+Memorandum+of+Understanding+%28MOU%29+for+School+Crisis+Response+Mutual+Aid.pdf%22
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Template+for+a+Memorandum+of+Understanding+%28MOU%29+for+School+Crisis+Response+Mutual+Aid.pdf%22
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Template+for+a+Memorandum+of+Understanding+%28MOU%29+for+School+Crisis+Response+Mutual+Aid.pdf%22
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Template+for+a+Memorandum+of+Understanding+%28MOU%29+for+School+Crisis+Response+Mutual+Aid.pdf%22
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Template+for+a+Memorandum+of+Understanding+%28MOU%29+for+School+Crisis+Response+Mutual+Aid.pdf%22
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 A Uniform State Memorandum of Agreement Between Education and law Enforcement Officials 

http://www.state.nj.us/education/schools/security/regs/agree.pdf 

NSBA/COSA Resources 

 Will Dikel, child psychiatrist, “School Shootings and Student Mental Health:” 

http://www.nsba.org/SchoolLaw/Issues/Safety/School-Shootings-and-Student-Mental-Health.pdf  

 Stuart Stuller, “School Violence: What to Do When Red Flags Appear,” Inquiry & Analysis, July 

2007, 

http://www.nsba.org/schoollaw/cosa/search/allcosadocuments/schoolviolencewhattodowhenred

flagsappear.txt.aspx?Site=nsba 

 Dean Pickett, “Safe Schools, Safe Communities,” July 2001 

http://www.nsba.org/SchoolLaw/COSA/Search/AllCOSAdocuments/SchoolSafetyWorkingTogether

toKeepSchoolsSafedup.html 

 School Law Primer - School Safety: Legal Pointers for Public Schools: September 2012, 

http://www.nsba.org/SchoolLaw/COSA/Legal-Pointers-School-Law-Primers/Legal-Pointers-on-

School-Safety-A-School-Law-Primer.pdf 

 Threat Assessment, Crisis Response, and Violence Prevention http://www.nsba.org/Board-
Leadership/School-Safety  

 ASBJ Articles and other Resources are available at the NSBA School Safety Page 

http://www.nsba.org/Board-Leadership/School-Safety 

 

 

 

 

 

 

 

 

http://www.state.nj.us/education/schools/security/regs/agree.pdf
http://www.nsba.org/SchoolLaw/Issues/Safety/School-Shootings-and-Student-Mental-Health.pdf
http://www.nsba.org/schoollaw/cosa/search/allcosadocuments/schoolviolencewhattodowhenredflagsappear.txt.aspx?Site=nsba
http://www.nsba.org/schoollaw/cosa/search/allcosadocuments/schoolviolencewhattodowhenredflagsappear.txt.aspx?Site=nsba
http://www.nsba.org/SchoolLaw/COSA/Search/AllCOSAdocuments/SchoolSafetyWorkingTogethertoKeepSchoolsSafedup.html
http://www.nsba.org/SchoolLaw/COSA/Search/AllCOSAdocuments/SchoolSafetyWorkingTogethertoKeepSchoolsSafedup.html
http://www.nsba.org/SchoolLaw/COSA/Legal-Pointers-School-Law-Primers/Legal-Pointers-on-School-Safety-A-School-Law-Primer.pdf
http://www.nsba.org/SchoolLaw/COSA/Legal-Pointers-School-Law-Primers/Legal-Pointers-on-School-Safety-A-School-Law-Primer.pdf
http://www.nsba.org/Board-Leadership/School-Safety
http://www.nsba.org/Board-Leadership/School-Safety
http://www.nsba.org/Board-Leadership/School-Safety
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 APPENDIX A: CRISIS COMMUNICATIONS PLANNING GUIDE 

Terilyn Finders 

Fagen Friedman & Fulfrost LLP 

Los Angeles, California 

This Crisis Communications Planning and Implementation Guide is created to assist you in providing 

timely and accurate information to your school community, including the media, when faced with an 

emergency or crisis situation. This is designed to compliment your existing Standardized Emergency 

Management System (SEMS) requirements. 

Because information moves at the click of a button, your goal should not be to beat the first text 

message; rather, you must strive to disseminate accurate information. Being the source of reliable 

information will help you build trust with staff, students, parents and the community. 

 

Mission and Goals of a District in the face of an emergency: 
 

– Protect lives and property. 

– Mitigate the effects of a disaster. 

– Respond to emergencies promptly and properly. 

– Provide emergency response plans, services and supplies for all facilities and employees. 

– Coordinate the use of school personnel and facilities within the school and with other agencies as 
needed. 

– Restore normal services as quickly as possible. 

– Provide detailed and accurate documentation of emergencies to aid in the recovery process. 

– Ensure procedures and resources are in place to provide timely and accurate information to the entire 
school community. 

 

The community must know where they can: hear the facts, ask their questions, and get honest answers.  
When a crisis occurs, you must gather and move accurate information as quickly as possible; this planning 
guide should help you prepare to meet this challenge.  
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Five Steps to Build Your Action Plan 

 

1. Review Policy and Procedures  

2. Review District Assignment and Responsibilities 

3. Create an Emergency/Crisis Communications Information Kit for District Administration, Site 
Leaders and Maintenance and Facilities Personnel 

4. Create Communications Action Plan 

5. Conduct a Post-Incident Debrief 

 

This Planning Guide is a summary only and not legal advice.  We recommend that you consult with legal counsel 

to determine how this may apply to your specific facts and circumstances.  F3 offers clients communications 

services when topics, such as negotiations, employee matters and social media issues, capture community and 

media attention. For more information or assistance  with communications planning, please contact the F3 

Communications Department: (323) 330-3300. 

 

© 2011 Fagen Friedman & Fulfrost, LLP 

All rights reserved, except that the Managing Partner of Fagen Friedman & Fulfrost, LLP hereby grants permission to any client of Fagen Friedman & Fulfrost, LLP to use,  

reproduce and distribute this Planning Guide intact and solely for the internal, noncommercial purposes of such client. 
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1.  Review Policy and Procedures 

Update District policies and emergency procedures annually.  

Consider establishing a school emergency operations plan review committee to   approve and 

coordinate all emergency response plans. 

Know your District’s Official Disaster Plan (Emergency Preparedness Plan) and your District’s role with 

other agencies in a regional disaster. 

Review policy regarding media on campus. 

Consider addressing student use of cell phones/mobile devices during emergency  drills and in actual 

emergency situations.  

 
Suggested Guidelines for Student Use of Mobile Communication Devices 
 

To help ensure that the District and/or site work to minimize confusion and unnecessary alarm during 

an emergency, it is imperative that we teach students the appropriate use of mobile devices and how 

to issue accurate information. 

 

Specifically, use emergency drills to educate students about the proper and thoughtful dissemination 

of information.   

 

Consider these steps: 

 

1) Make sure that students know they should not issue out any messages about the emergency until 

the facts are presented to them.   

 

2) Facts can be provided to the student by the teacher, who will receive an email or text message 

from the Disrict official.   

 

3) Following the emergency drill, teachers can take a moment to discuss with students the 

importance of using their mobile devices and all electronic communication to distribute facts that 

are helpful, especially during an emergency situation.  It is imperative to take time to help 

students understand that in an emergency situation all resources should be focused on the 

person(s) who need assistance.  If they use alarming, and potentially inaccurate, information 

electronically, it can cause panic and make an emergency situation even worse. 
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4) The District should plan to provide to all employees involved in the emergency situation a short 

fact-based statement that will help students provide to their parents/guardians essential and 

accurate information. 

 

Sample messages might be: 

 

The school is in a lock down.  Please turn to the District’s website/emergency link for 

information.   

 

Information will come to you through the District’s All-Call System.  Please listen for the 

message. 

 

There was a XX at the school.  We are safely away from the campus. Please plan to pick me 

up at XX.  More information is on the District website.  I am fine. 
 

2.  Review District Assignment and Responsibilities  

The individual having primary responsibility for an emergency function is normally responsible for 

coordinating preparation of and maintaining that portion of the emergency plan that addresses that 

function. Listed below are general responsibilities assigned to the District Leaders.  

Superintendent or designee will:  

 Appoint a district Emergency Management Coordinator to assist in planning, review and ongoing 

coordination and training. 

 Consult with the local emergency services to analyze system needs in regard to emergency 

preparedness, planning and education and to ensure coordination of the school plan with community 

emergency plans.  

 Develop and coordinate in-service emergency response education and training for all personnel. 

 Obtain a local school board resolution giving needed authority and support to develop school 

emergency operations programs and plans and to act in an emergency. 

 Initiate, administer, and evaluate emergency operations programs to ensure the coordinated response 

of all schools within the system. 

 Have overall decision-making authority in the event of an emergency until emergency services arrive. 
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 Monitor the emergency response during emergency situations and provide direction where 

appropriate. 

 Serve as the Public Information Officer (if no PIO is available), and keep the public informed during 

emergency situations. 

 Stay in contact with the leaders of other agencies working with the emergency.   

 Help keep school board informed of emergency status. 

 Request assistance from local emergency services when necessary.  

 Assign resources (persons and materials) to various sites for specific needs. This may include the 

assignment of school personnel from other school(s) or community sites such as community 

emergency shelters.  

 Authorize immediate purchase of outside services and materials needed for the management of 

emergency situations. 

Site Leaders and Teachers will: 

 Prepare classroom emergency kits, including a District cell phone list. 

 Participate in trainings, drills and exercises. 

 Direct and supervise students en-route to pre-designated safe areas within the school grounds or to an 

off-site evacuation shelter/location. 

 Request assistance from local emergency services when necessary.  

 Maintain order while in student assembly area.   

 Reinforce to students the importance of sending home factual information. 

 Verify the location and status of every student.  Report to the incident commander or designee on any 

unaccounted for students and the condition of any student needing additional assistance. 

 Verify location of all site staff. 

 Establish a partner system for students and teachers with disabilities. 

 Remain with assigned students throughout the duration of the emergency, unless otherwise assigned 

through a partner system or until every student has been released through the official “student/family 

reunification process.”  

 Look to District email for updates and messages that students can send home via text, etc. 
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3.   Create an Emergency/Crisis Communications Information Kit* for District Administration, Site 

Leaders and Maintenance and Facilities Personnel, which should include: 

 District and Site Information.  

 District’s emergency situation chain of command/organization chart, with cell phone numbers for 

school and non-school hours.  

 Complete list of all District administrators’ names and cell phone numbers. 

 Complete list of local and regional emergency services and contact information. 

 List of local leaders and media contacts and their phone numbers. (Most COEs can provide to 

Districts a comprehensive list of the media who cover the area.) 

 Consider languages/need for translation.  

* Standardized Emergency Management System (SEMS) Compliant.  
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District/School Site Information  

Describe the enrollment and employment figures. 

District 

The District’s current enrollment is approximately ______  students of which ______ attend the 

District’s high schools, _____ attend the District’s middle schools and ______ attend the District’s 

elementary schools. The District’s staff is comprised of ______ District office staff, ______ teachers 

and ______ administrators.  Additionally there are ______ office/support staff, ______ aides, ______ 

cafeteria and ______ custodial staff. 

 

School Site 

The school’s current enrollment is approximately ______ students.  The school’s staff is comprised of 

______ teachers and ______ administrators.  Additionally there are ______ office/support staff, 

______ aides, ______ cafeteria and ______ custodial staff.  

[District /School] is made up of [NUMBER] buildings.  Explanation of Buildings_______ 

1. The District/school consist of a(n) [administration building/main campus] located at [street 

address, city and state]. [For District plan, list the name and location of all schools in the 

District.] [For school plans, list any other buildings that are on the school property or that the 

school is responsible for.] 

2. A map of the buildings annotated with evacuation routes, shelter locations, fire alarm pull 

stations, fire hydrants, fire extinguishers, first aid kits, hazardous materials storage, and utility 

shut offs is Appendix [#]. 

Geographical location 

Geographically the District/school encompasses [____ square miles] of [rural/suburban/urban] 

territory. The [census year] census report the population for the District as [#]. 
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4.   Create Communications Action Plan – Take These Steps To Be Prepared 
 

 Identify your writer(s).  Consider need to identify outside resources who you can engage if necessary. 

 Identify District IT person(s) to assist with information dissemination via District online 

communications tools.   

 Discuss the dual-pronged approach to communications management: (1) the superintendent or 

designee is at the site of the incident; and (2) identified District office point person mans a District 

office main phone line. 

 Discuss/clarify responsibilities for both on-site and District office point people. See example A. 

 Identify translation service provider(s). 

 Evaluate list of all District communications modes and who they reach, such as: email/everyone; 

website/everyone; PA/employees; All call system/parents; phone tree/key leaders; meetings, when 

necessary/key leaders/parents/media. 

 Evaluate District cell phone/emergency contact list for accuracy and insert in each classroom and 

school office emergency preparedness kit.  Your IT team should consider collecting teachers’/staff 

members’ personal cell phone numbers for use during an emergency. 

 Create and maintain complete list of media that cover the District.   

 Share communications plan with full administrative staff.  Review the Site-to-District Notification 

Procedures (“DNP”). When an incident occurs at a site, the site leader should immediately implement 

the DNP.  The call/incident report should include: 

 if necessary, contact 911 

 nature of the incident 

 impact on students, staff, the facility and community 

 if emergency services are on site 

 if the media is on site 

 Embed communications practices into emergency drill protocols. 

 Ensure that you have communicated to all employees, parents and community leaders the District’s 

plan/procedures for issuing information during an emergency situation.  See Example B. 

 Meet quarterly with local emergency service providers and city leaders to share/review action plans. 

 Review media tips and communications action plan. See Example A. 
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Example A 

 

Immediately following the incident report, the superintendent or designee should make a judgment call 
on whether or not he/she belongs at the site of the incident. Clearly, in the case of life-threatening 
situations, the District’s lead authority should get to the site. 

Tip: Clarify the chain of command within the District. In cases when the superintendent/designee is 
out of District and/or cannot be reached, you must have policies and procedures in place that 
indicate clearly who has authority to take command of the situation on behalf of the District.  
Senior staff and the Board should be familiar with these policies and procedures. 

 

On-Site/Incident--Lead Person  District Office--Lead Person 

Establish contact with emergency services.  Set a phone line that must stay open. Give 
to on-site lead. 

Assist in establishing a command center for 
emergency services. 

 Gather and Double check facts. 

Set up parent-student reunion site/staff this 
site so that parents feel they have access to 
information. 

 Secure writer(s).   
Secure translation services, if necessary. 

Notify District lead with parent/student 
reunion location information. 

 Prioritize contact list; prepare situation 
statement/fact sheet; determine best 
method for contacting key 
people/audiences.  

Establish area for media and establish 
yourself as the sole contact for District 
information. 

 Issue information; Remind people to direct 
all calls to the District office. 

Inform media of student/minor privacy 
obligations and FERPA responsibilities. 

 Record all media calls, including contact 
names, media services and phone numbers.  

Defer to lead agencies, fire, police, etc. as the 
source of information on the incident. 

 Set online news alert on incident.  Monitor 
media. Call and correct media, if necessary.  

Provide regular updates to District lead.  When appropriate, begin preparing 
communications for next school day, i.e. 
information to parents, site administrator, 
office staff, teachers, etc.  consider 
providing messages for site to use with 
parents and media. 
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Example B 

 

Sample language for Back to School Night announcements, school and District newsletters, district 
handbook and website 

Parents: 

Student and campus safety is of paramount importance to everyone in the XX District.  We take all 
possible precautions to help ensure that our campuses are safe, secure and provide a peaceful learning 
environment. 

However, we all know that unfortunate and unplanned events can occur. In the case of an emergency, we 
are prepared to provide to our students, staff, parents and school community timely, accurate and honest 
information. 

As you know, viral information moves fast today.  One inaccurate email or text message can set the rumor 
mill at full speed and create unnecessary panic or make a real emergency much worse. 

In the case of an emergency, we ask that you remember to look for accurate information from the 
District.  We which will deliver messages over these services: 

 Website. The District’s webpage has an “Emergency Alert” page. Our web address is XX. 

 Email. If you provide an email address to the District, we will contact you through an email 
message in an emergency. 

 Phone Calls. We can reach parents at each school site and throughout the entire district through 
our All-Call message system.  Please be sure to provide us the phone number that 
we should call in an emergency. 

 Local Media. We will work closely with the local media to keep our community informed of the 
situation. 

In an emergency, we ask that you do not contact the school’s main line.   For the sake of student safety, 
we must keep these lines open for use by regional safety officials. 

To help ensure campus safety and security, we have a full crisis preparedness and communications plan 
working with other agencies, and you have a role too: Please make sure that we have the best phone 
number and email address to reach you. Please also remember to turn to our official sources of 
information on situations, so we do not complicate an emergency with rumors.  

Respectfully, 

 

Superintendent 
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5.  Conduct a Post-Incident Debrief 

Following an emergency situation, take time to meet with your staff to review what worked well and 

where you can improve.  These experiences are essential to help keep your organization prepared and 

confident in the face of an emergency.   

It may be advisable to consult your legal counsel before this meeting as many emergencies and 

incidents create a risk of claims or lawsuits against the school district. 

Keep this meeting positive to solicit optimal and candid information. 

Determine timeline and persons responsible for follow-up action. 

The after-action review is not an employee evaluation report. It is should not be to grade success or 

failure of employees. There are always areas that can be improved and opportunities to learn from 

when examining the process. 

 

Questions to consider 

1. What did we intend to do? 

2. Did we accomplish it? 

3. What went well? Why? 

4. What can be improved? How? 

5. Do we need to modify policies/administrative regulations? 

6. Was communication successful? Why/why not? 

 

Last Point 

Remember, offering thanks to those who helped manage the crisis situation is always appreciated. 

 

 

 

 

Terilyn Finders is the Director of Communications and Legislative Affairs in the Los Angeles, California office of 

Fagen Friedman & Fulfrost. She assists clients statewide with strategic communications needs ranging from 

helping to build understanding for school reform, to handling employee and student misconduct, to labor 

negotiations, to community outreach related to technology, social media and new bullying laws.  Ms. Finders, 

a former school board trustee, received her journalism degree from San Jose State University. 




