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When Seconds Count:  

A School District’s Response to Natural Disasters and Emergencies 

by 

Cristina R. Blanton, Senior Attorney 

Texas Association of School Boards 

 

 

I. Emergency Operations Planning 

 

School districts potentially face the threat of an emergency at any time and though any 

given emergency will vary in size, urgency, and scope, all school districts must have a 

plan or procedure in place to address the incident and ensure the safety of school students 

and staff. 

 

All school districts in Texas are required to adopt and implement a multi-hazard 

emergency operations plan (EOP) for use in the district’s facilities.  The plan must 

address mitigation, preparedness, response, and recovery.  The plan must provide for 

various factors of an emergency, such as:  district employee training in responding to an 

emergency, school drills and exercises for responding to an emergency, and measures to 

ensure coordination with local law enforcement, health departments, and others.1 

 

Additionally, a school district is encouraged to continually review the EOP and conduct 

drills and training based on mock scenarios to test the plan.  The plan should 

accommodate for varying types of emergencies from natural disasters to technological 

emergencies and incorporate any specific state requirements.  For example, in Texas, an 

EOP must address responding to a train derailment if a district campus is located within 

1,000 yards of a railroad track.2   In addition to addressing the basic needs of responding 

to an emergency, i.e., relocating students, notifying parents, etc., the EOP must take into 

account state and federal laws and restrictions on the dissemination of certain 

information, such as student information protected under the Family Educational Rights 

and Privacy Act (FERPA).  A cohesive EOP should not only incorporate state and federal 

laws but address communication efforts with key entities such as local law enforcement, 

state or local health officials, and other necessary community entities.   

 

Texas law requires school districts to create a school safety and security committee 

composed of individuals who will assist the district in developing and implementing 

emergency plans; provide support services for a safety and security audit; review 

information from the Texas School Safety Center.3  Other states, such as California, have 

similar requirements and options for a school safety committee to be appointed to write 

and develop comprehensive school safety and emergency plans.4 

 

 

                                                 
1  Tex. Educ. Code § 37.108(a). 
2  Tex. Educ. Code § 37.108(d). 
3  Tex. Educ. Code § 37.109. 
4  See Cal. Educ. Code § 32281 (allowing for the appointment of a school safety committee made up of key 

individuals to write and develop a comprehensive school safety plan). 
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Practice tip:  The school safety and security committee should include teachers, 

counselors, administrators, nurses, local law enforcement, maintenance /custodial 

personnel, transportation personnel and other district support personnel as necessary. 

 

The Texas School Safety Center is tasked with providing resources for school districts to 

create EOPs, audit districts’ emergency plans, and oversee the School Safety Task 

Force.5  The School Safety Task Force was recently created by the Texas Legislature to 

study, on an ongoing basis, best practices for school multi-hazard emergency operations 

planning and, based on the results of such studies, make recommendations to the 

legislature, the Texas School Safety Center, and the governor’s office of homeland 

security.  The School Safety Task Force obtains recommendations and consults with 

school districts and school personnel, including first responders, local officials and other 

interested parties regarding school emergency operations planning.6 The Texas School 

Safety Center also provides written guidance and best practices for schools in identifying 

sources of emergencies and creating drills and training materials to address varying types 

of emergencies.7 

 

 

Practice tip:  Texas law requires all school districts to conduct a safety and security audit 

of district facilities.  The school district is encouraged to conduct the audit during the 

course of daily school operations and while students are present.  The realistic setting 

allows the district the opportunity to troubleshoot the current plan and make amendments 

if necessary prior to an emergency occurring. 

 

 

While the Texas School Safety Center is one entity that school districts may refer to in 

creating an EOP, a school district may create or adopt an EOP from any source it chooses 

as long as the EOP complies with the basic statutory requirements set forth in Texas 

Education Code chapter 37.  For example, some school districts have adopted the 

Standard Response Protocol (SRP) as the district’s safety plan for critical incident 

response. 

 

Standard Response Protocol:  SRP is an emergency response protocol created by The 

“I Love U Guys” Foundation and offers guidance and specific actions a school 

district may incorporate into its emergency plan to address any type of emergency 

incident.8  The protocol allows for standardized vocabulary and communication with 

local law enforcement through the use of “terms of art” such as “lockout” or 

“lockdown” with corresponding student and staff action.  Through the use of 

standardized vocabulary, SRP allows students, staff, and emergency responders to 

understand the nature of the emergency and the action warranted to respond to the 

emergency.  Additionally, the standardized actions and vocabulary of SRP allow for 

easier training of newly hired staff and communication to parents in the event of an 

emergency. 

 

                                                 
5  Tex. Educ. Code § 37.108. 
6  Tex. Educ. Code § 37.1082. 
7  The Texas School Safety Center website, available at http://txssc.txstate.edu/topics/emergency-management/.  
8  Standard Response Protocol (SRP) Guidance for Schools, Districts, Departments, and Agencies (TASB RMF, 

Version 1.2.1 2013). 
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SRP requires training of 4 actions to address any type of emergency: 

 

 Lockout:  “Secure the Perimeter”: this action requires students to stay/return 

inside the school building and continue with business as usual.  Teachers are 

required to recover students from any outside buildings or areas and return inside; 

take roll/account for students; and continue school business with increased 

awareness of surroundings.  During a lockout, the school perimeters are secured 

and building doors are locked to outside visitors.  The Lockout command and 

action are reserved for emergencies occurring outside of the school property, such 

as a dangerous animal on the property, or a domestic violence situation in the 

adjacent neighborhood or streets. 

 Lockdown:  “Locks, Lights, Out of Sight”: this action is reserved for threats 

inside the school building, such as an intruder or angry/violent parent.  This action 

requires teachers and staff to immediately lock classroom doors or access points 

and move students and other room occupants out of line of sight of a window or 

door and remain silent until first responders open the door. 

 Evacuate:  “Evacuate. To the Flag Pole”: this action requires students and staff to 

leave the school location and convene in a designated safe spot.  The designated 

safe spot will depend on the reason for the evacuation, i.e., a bomb threat may 

require a designated safe spot further away from the school grounds.  The students 

are required to form single lines and follow teachers and staff out of the school 

building to the designated area.  Teachers are required to account for students by 

taking attendance and ensure that any necessary medications or medical needs are 

brought along to accompany a special needs child. 

 Shelter: this action is reserved when the need is for personal protection from 

destructive events, such as a tornado, hurricane, or flood.  The school district 

should tailor the action statement for students and staff to the incident.  For 

example, in the event of a tornado, the emergency action to students and staff 

should be to drop and take cover under a desk, table and away from windows and 

doors.9 

 

An important part of any emergency operations plan is training, repetition, and 

periodic self-assessment.  While Texas law requires mandatory school drills and 

exercises to prepare students and staff for responding to an emergency, there is no 

maximum number of drills or training that a district is required to provide.  School 

districts are encouraged to review their emergency plans as often as necessary. 

 

A.  Board Authority and Governance Issues 

 

 Depending on a particular state’s laws, a school district may require the authority of 

the board of trustees for certain actions, such as school closures, the cancellation of 

classes for a day or period of time, approval of emergency purchases, or approval of 

the use of school campuses or buildings to serve as emergency shelters for the public.  

In Texas, a school board may hold an emergency meeting only if an emergency exists 

as defined by the Texas Open Meetings Act.  An emergency exists only if immediate 

                                                 
9  Standard Response Protocol (SRP) Guidance for Schools, Districts, Departments, and Agencies (TASB RMF, 

Version 1.2.1 2013). 
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action is required because of:  (1) an imminent threat to public health and safety; or 

(2) a reasonably unforeseeable situation.10  The district must post notice of an 

emergency meeting or an emergency addition to an existing agenda no less than two 

hours before the scheduled time of the meeting.  The notice of the emergency meeting 

or the additional agenda item must clearly identify the emergency or urgent public 

necessity justifying the short notice.11 

 

 Board authority may be required during an emergency to make certain purchases.  

This may be a harder task to accomplish given the strict requirements of state laws 

that may mandate public meetings to be held after a certain number of hours from 

posting notice of the meeting.  In times of emergencies, a school district may need to 

take action fast to authorize the purchase without waiting for 72 hours, for example, 

to convene the school board of trustees.  Texas has two similar provisions in state law 

that provides an avenue for districts to purchase goods or services in the event of an 

emergency.  

  

 If school equipment, a school facility or part of a school facility, or personal property 

is destroyed or severely damaged and needs to be repaired or replaced, and the board 

determines that the delay arising from following the regular purchasing methods 

would prevent or substantially impair the conduct of classes or other essential school 

activities, the board is not required to use one of the regular purchasing methods 

required by law to contract for replacement or repair of the damage.12    Rather, the 

board may employ the contracting method that is best suited to the district’s needs.  

The emergency provisions only relieve a district from compliance with regular state 

purchasing methods in an emergency and still require a school district to comply with 

requirements pertaining to performance and payment bonds.13  

  

Texas school districts have also experienced addressing requests for use of Texas 

school facilities as temporary shelters during an emergency.  Although school 

districts are usually not required to open their facilities as emergency shelters, many 

desire to do so.  A district’s local policy may provide that the district may open its 

facilities as emergency shelters.  Additionally, emergency management personnel 

usually prefer to use school district facilities as emergency shelters, as school district 

facilities are already in compliance with the Americans with Disabilities Amendment 

Act of 2008 (ADAAA).  The school board may be required to make the decision to 

open the school facility for use as a shelter; if so, the board may need to convene 

quickly and may do so under a particular state law exception if one exists. 

 

 

Practice tip: Many districts that open their facilities as emergency shelters operate in 

tandem with the Red Cross and other emergency relief groups.  These districts usually 

operate under a system of “unified command,” in which each entity retains some 

control over certain functions of the emergency shelter.  

 

 

                                                 
10  Tex. Gov’t Code § 551.045(b). 
11  Tex. Gov’t Code § 551.045(a), (c). 
12   Tex. Educ. Code § 44.031(h). 
13   See Tex. Gov’t Code § 2253.021.   
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In other instances, a school district may not have a choice in the use of school 

facilities in the event of an emergency.  Many states have provisions allowing the 

governor of the state to declare a state of emergency.  For example, Texas law 

provides, “[t]he governor may use all available resources of state government and of 

political subdivisions that are reasonably necessary to cope with a disaster” and that 

the governor may “temporarily reassign resources, personnel, or functions of state 

executive departments and agencies or their units for the purpose of performing or 

facilitating emergency services.”14  A disaster is “the occurrence or imminent threat 

of widespread or severe damage, injury, or loss of life or property resulting from any 

natural or man-made cause, including fire, flood, earthquake, wind, storm, wave 

action, oil spill or other water contamination, volcanic activity, epidemic, air 

contamination, blight, drought, infestation, explosion, riot, hostile military or 

paramilitary action, extreme heat, other public calamity requiring emergency action, 

or energy emergency.”15    

 

B. Excessive Absences and Continuing Instruction 

 

Another common issue that arises when addressing an emergency is the potential for 

excessive absences for students and staff and providing continued instruction for 

students when necessary.  Excessive absences may result from any type of 

emergency, not just a health-related one; therefore, having a procedure in place to 

address prolonged student absences in general goes hand-in-hand with a 

comprehensive EOP.  Initially, a district may want to continue allowing a student to 

receive instruction at home during the period the student is not attending school.  

Depending on the length of the student’s absence, continuing educational services 

may be as simple as sending assignments home or as elaborate as creating a home 

learning environment by providing instructional technology (such as a laptop or tablet 

and home internet access), with the option for live instruction via teleconference or 

videoconferencing software (such as Skype or Face Time) or distance learning.  In 

Texas, school districts have the option to provide distance learning to students 

through the Texas Virtual School Network (TxVSN). 

 

For staff and employees, a district should be aware of state and federal laws relevant 

to specific leave and pay issues for employees, in addition to employee status under 

such employment laws.  For example, an employee’s status under the Fair Labor 

Standards Act (FLSA) and the amount of time the district is closed may dictate 

specific district requirements for the employee in the event the employee is asked to 

work during an emergency or emergency closing. 

 

Nonexempt employees:  The FLSA does not require a district to pay nonexempt 

employees if the district is closed, even if employees would normally be scheduled to 

work.  Nonexempt employees include both hourly employees and salaried employees 

whose duties do not qualify them for exemption from the FLSA’s minimum wage and 

overtime requirements.  In Texas school districts, nonexempt employees include bus 

drivers, cafeteria workers, clerical staff, and instructional aides.  Whether the district 

                                                 
14 Tex. Gov’t Code § 418.017(a)-(b). 
15 Tex. Gov’t Code § 418.004(1). 



6 

 

is closed for part of a day, part of a week, or a full week or more, the law does not 

require the district to pay these employees for time they do not work.16  

 

Exempt employees:  The rules for employees who are exempt from the minimum 

wage and overtime laws depend on whether the employee is:  (a) an educator; or (b) 

another exempt employee.  Texas state law requires districts to employ educators 

under contracts that provide for a minimum of 187 days of service.  In Texas, an 

educator is a person who is required to hold a certificate issued by the Texas State 

Board for Educator Certification. This includes classroom teachers, counselors, 

librarians, principals, and superintendents. 17   The Texas Commissioner of Education 

may reduce the number of days of service below 187 due to a “calamity,” but such a 

reduction by the Commissioner does not reduce an educator’s salary.18    

  

Practice tip: It is a good idea to determine beforehand which employees or classes of 

employees are required to work during an emergency to avoid any surprise and 

confusion among employees during the emergency.  Districts may wish to require 

more exempt employees to work, as these employees are not entitled to overtime 

under the FLSA, but this is a local decision that districts should make after weighing 

all other pertinent factors. 

 

C.  Public Health Concerns 

 

A well thought out and developed EOP should be able to address almost any type of 

emergency, health or safety related event.  For example, recently in Texas, school 

districts faced a concern about the spread of an infectious disease, the Ebola virus.  A 

school district with a properly crafted EOP should not need to create a separate plan 

just to address the spread of an infectious disease if they already have an EOP in 

place.  The EOP should already contain information on addressing a health risk to the 

school community, such as an outbreak of infectious disease. 

 

School districts should provide information to parents, students, and personnel about 

the facts regarding the infectious disease and how to prevent the spread of the disease.  

Clear factual communications can calm unsubstantiated fears and rumors that 

commonly arise at the onset of an outbreak.  Providing facts about infectious diseases 

from verifiable sources can assist the school community to have confidence that 

schools and buses are safe for children and staff.  

  

                                                 
16 29 C.F.R. § 778.306 (noting exception may apply to salaried, nonexempt employees who are paid a fixed salary 

for a workweek of variable hours).   
17 Tex. Educ. Code § 5.001(5).  
18 Tex. Educ. Code § 21.401. 
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Practice tip:  Addressing the local media may also be necessary depending on the severity of 

the emergency.  The media may want access to school buildings to film background footage 

of campus buildings and students passing by.  If possible, you might choose to work with the 

media to give them access to this type of footage without disrupting school operations. 

Similarly, the media may seek interviews with a variety of school personnel.  To the extent 

you can make appropriate personnel available at regular intervals for interviews, you may 

gain an additional means of reaching parents with your message. 

 

A school district should determine if a particular state law requires specific action or 

coordination with local governmental agencies during the outbreak of an infectious 

disease and incorporate such requirements into the EOP.  For example, in Texas, a 

school district’s EOP requires the district to have measures in place for coordinating 

with necessary local government agencies.19  In the event of a concern regarding the 

spread of a contagious disease, the school district should be in communication with 

local health departments as well as the Centers for Disease Control and Prevention 

when necessary. 

 

The degree of disinfection and sterilization appropriate on school campuses and 

vehicles depends on whether a school district experienced a documented case of 

exposure to an infectious disease.  In the absence of a documented case of active 

infection on school property, school districts may determine that regular cleaning and 

disinfecting protocols are adequate with additional directed cleaning as a preventative 

measure.   If a district were to experience a documented case of active infection of 

Ebola, for example, or another deadly disease on school property, the school district 

should work with local health officials and the Centers for Disease Control and 

Prevention to determine a more intensive disinfecting and sterilizing process. 

 

D.  Public Information and Confidentiality  

 

When creating an EOP school districts are faced with the issue of wanting to protect 

certain key elements of the plan, which could compromise the safety of students, staff 

and the overall effectiveness of the plan, from public dissemination.  For example, a 

school district may not want designated safe zones for student evacuation to be public 

knowledge.  In Texas, a district’s EOP is generally not considered public information 

unless the disclosure enables a person to verify certain issues related to a district’s 

safety plan.  An interested person may request access to a document that verifies that 

the district has established an EOP, that the district has reviewed its EOP within the 

last twelve months, that district employees have been trained to respond to an 

emergency, and that each campus has conducted mandatory emergency drills and 

exercises in accordance with the plan, among other things.20 

 

When considering adopting or amending a part of the EOP, Texas school boards may 

conduct board meeting deliberations about security measures in closed session.  

                                                 
19  Tex. Educ. Code § 37.108(a). 
20  Tex. Educ. Code § 37.108(c-2). 
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Closed session deliberation may be permitted under closed meeting exceptions to the 

Texas Open Meetings Act. 

 

 Security personnel or devices:  To ensure the effectiveness of security personnel 

and devices, governmental bodies are permitted to deliberate the deployment, or 

specific occasions for implementation, of security personnel or devices in closed 

session.21 

 Personnel:  Governmental bodies may also meet in closed session to deliberate the 

appointment, employment, evaluation, reassignment, duties, discipline, or 

dismissal of a public officer or employee.22 

 Consultation with attorney:  A school board may also seek legal counsel from the 

district’s school attorney in closed session to the extent the discussion is covered 

by the attorney-client privilege.23 

 

Under these exceptions provided by Texas law, a school board may deliberate 

potential initiatives to enhance school security through new measures, devices, or 

personnel in closed session.  Nevertheless, all final board action must take place in 

open session with a public vote.24 

 

In addition, a school district may assert that the district’s EOP is confidential by law 

under Texas Government Code section 552.101 and not subject to disclosure.  Texas 

Education Code section 37.108(c-1) provides that any document or information 

collected, developed, or produced during a safety and security audit conducted under 

the provision requiring regular safety and security audits of a district’s facilities is 

confidential.  At least one school district has successfully argued that a district’s EOP 

was collected, developed, or produced during a safety and security audit of the 

district’s facilities and therefore need not be produced in response to a public 

information request.25 

 

II. Firearms on School Campus 

 

Following the increase in tragic school shootings and school violence in recent years, 

Texas schools turned their focus to engaging in dialogue with their communities, 

counselors, lawyers, law enforcement officials, and state lawmakers about increasing 

school security.  School officials have been exploring a variety of responses, tailored to 

the needs of the individual communities they serve.  The options under discussion 

include: 

 

 Revisiting local emergency response plans 

 Enhancing security at school campuses, including heightened surveillance and 

screening at entry points 

                                                 
21  Tex. Gov’t Code § 551.076. 
22  Tex. Gov’t Code § 551.074(a)(1). 
23  Tex. Gov’t Code § 551.071. 
24  Tex. Gov’t Code § 551.102. 
25  Tex. Att’y Gen. OR2011-16616 (2011) (cautioning that the ruling is limited to the particular circumstances and 

may not be relied upon as a previous determination). 
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 Reallocating funds or seeking new funding sources for security upgrades 

 Increasing focus on the well-being and mental health needs of students 

 Increasing the presence of law enforcement or school security personnel on campuses 

 Allowing employees to have greater access to firearms in case of emergency 

 Allowing non-employees to be present and carry firearms on campuses 

 

Both federal and Texas state laws begin with a presumption that school premises are gun-

free zones.  Both federal and state laws also permit a Texas school board to make certain 

exceptions to that general rule. 

 

Federal Gun-Free Schools Act:  The Gun-Free Schools Act (GFSA) requires states 

receiving federal funds under the Elementary and Secondary Education Act to restrict 

firearms on school property.  Under the GFSA, 18 U.S.C. § 922(q)(2)(A): 

 

It shall be unlawful for any individual knowingly to possess a firearm that has moved 

in or that otherwise affects interstate or foreign commerce at a place that the 

individual knows, or has reasonable cause to believe, is a school zone. 

 

For purposes of the GFSA, firearm means any weapon, including a starter gun, which 

will or is designed to or which may readily be converted to expel a projectile by the 

action of an explosive, the frame or receiver of any such weapon, any firearm muffler, a 

firearm silencer, or any destructive device such as an incendiary, any explosive, or poison 

gas.26  Antique firearms and fireworks are not included in this definition.  Nor are knives 

included in the definition; they are regulated only by applicable state law.  School zone 

means in, or on the grounds of, or within 1,000 feet from the grounds of a public, 

parochial or private school.27   

 

The federal law prohibition does not apply to the possession of a firearm: 

 

 When the carrier is licensed:  If the individual possessing the firearm is licensed to do 

so by the State in which the school zone is located or by a political subdivision of the 

State, and the law of the State or political subdivision requires that, before an 

individual obtains such a license, the law enforcement authorities of the State or 

political subdivision verify that the individual is qualified under law to receive the 

license; 

 When the firearm is unloaded and locked up:  If the firearm is not loaded and is 

stored in a locked container or a locked firearms rack that is on a motor vehicle; 

 As part of an approved program:  If the firearm is carried by an individual for use in a 

program approved by a school in the school zone; 

 When authorized by written contract:  If the firearm is carried by an individual in 

accordance with a contract entered into between the school district and the individual 

or an employer of the individual; or 

                                                 
26  18 U.S.C. § 921(a)(3), (4). 
27  18 U.S.C. § 921(a)(25). 
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 By law enforcement:  If the firearm is carried by a law enforcement officer acting in 

his or her official capacity.28 

 

Texas Penal Code:  Absent written authorization from a school district, the Texas Penal 

Code prohibits citizens, including concealed handgun license (CHL) holders, from 

carrying firearms on the physical premises of a school building, any grounds or building 

where a school activity is taking place, or on a bus or other passenger vehicle of a school.  

 

A person commits an offense if the person intentionally, knowingly, or recklessly 

possesses or goes with a firearm… on the physical premises of a school or educational 

institution, any grounds or building on which an activity sponsored by a school or 

educational institution is being conducted, or a passenger transportation vehicle of a 

school or educational institution, whether the school or educational institution is public or 

private, unless pursuant to written regulations or written authorization of the institution.29  

It is not a defense to prosecution under this section that the actor was licensed to carry a 

concealed handgun.30 

 

Under Texas law, firearm means any device designed, made, or adapted to expel a 

projectile through a barrel by using the energy generated by an explosion or burning 

substance or any device readily convertible to that use.31  The state definition overlaps 

with, but is slightly different from, the federal GFSA definition.  Premises means a 

building or a portion of a building.  The term does not include any public or private 

driveway, street, sidewalk or walkway, parking lot, parking garage, or other parking 

area.32 

 

A. School Safety Options 

 

Under the authority of the federal GFSA and the Texas Penal Code, school districts 

can grant written permission for anyone, including designated employees, to carry 

firearms on campus.33  If the firearm has moved in or otherwise affects interstate or 

foreign commerce, the permission must be in the form of a contract between the 

school and the individual or be part of a school district-approved program.34   

 

In some cases where a Texas school district has authorized employees to carry 

firearms on campus, the district has limited employee authorization to commissioned 

peace officers.  In other districts, however, authorization has been granted to other 

school officials or even classroom teachers.  While state and federal law gives school 

districts broad discretion to authorize the possession of firearms and other weapons 

on school premises, granting such authority brings a host of practical concerns, 

including safety, liability, and insurance.  

  

                                                 
28  18 U.S.C. § 922(q)(2)(B). 
29  Tex. Penal Code § 46.03(a)(1). 
30  Tex. Penal Code § 46.03(f). 
31  Tex. Penal Code § 46.01(3). 
32  Tex. Penal Code § 46.035(f)(3). 
33  18 U.S.C. § 922(q)(2)(B)(v); Tex. Penal Code § 46.03(a)(1). 
34  18 U.S.C. § 922(q)(2)(B). 
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In addition to authorizing employees to carry firearms on campus, school districts 

have several other options for obtaining security services at school facilities.  School 

districts weigh these options based on factors such as district need, size, location, and 

cost. 

 

 School Resource Officer (SRO):  A district may enter into a memorandum of 

understanding with another governmental entity to have a peace officer, 

commissioned and employed by the other governmental entity, placed at the 

school district on a full- or part-time basis.  Depending on the number of officers 

and the amount of time they will be stationed at the district, the memorandum of 

understanding typically requires the school district to cover the proportional cost 

of their salary, benefits, and equipment. 

 School-commissioned peace officers:  A school district can also create its own 

police department by commissioning school district peace officers.  Any peace 

officer commissioned under Texas Education Code section 37.081 must meet all 

minimum standards for peace officers established by the Texas Commission on 

Law Enforcement.35 

 Security personnel:  If a school district employs an individual as security 

personnel, the individual must be a commissioned peace officer in order for the 

school district to authorize the individual to carry a weapon.36 

 Security company:  If a school district employs a private company, rather than its 

own employees, to provide security, state law does not directly address whether the 

company’s employees may be authorized to carry firearms on school premises. 

 School marshals:  In 2013, the Texas Legislature passed legislation authorizing 

schools to employ school marshals.  The Protection of Texas Children Act, as the 

school marshal law is called, allows for the appointment of not more than one 

designated school marshal per 400 students in average daily attendance per 

campus.37  The appointment must be made by the board of trustees, and a marshal 

must have the appropriate licensing and certification by the Texas Commission on 

Law Enforcement.38 

 

A school marshal appointed by a school board may carry or possess a handgun on 

the physical premises of a school, but only as provided by written regulations 

adopted by the board and only at the school specified by the board.  The board must 

require that a designated school marshal may carry a concealed handgun on his or 

her person, unless the primary duty of the school marshal involves regular, direct 

contact with students; in that case, the school marshal must place the handgun in a 

locked and secured safe on the physical premises of the school and within the 

marshal’s immediate reach. 

 

                                                 
35  Tex. Educ. Code § 37.081(a). 
36  Tex. Educ. Code § 37.081(a). 
37  Tex. Educ. Code § 37.0811(a).   
38  Tex. Code Crim. Proc. art. 2.127. 
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A school marshal may access a handgun only under circumstances that would 

justify the use of deadly force for the safety or protection of others as provided by 

law, and the marshal may use only frangible ammunition designed to disintegrate 

on impact for maximum safety to others.39  The specialized marshal training 

program must require a psychological exam and include 80 hours of instruction 

designed to: 

 

 Emphasize strategies for preventing school shootings and for securing safety 

of potential victims of school shootings; 

 Educate a trainee about legal issues relating to the duties of peace officers and 

the use of deadly force; 

 Introduce the trainee to effective law enforcement strategies and techniques; 

 Improve the trainee’s proficiency with a handgun; and 

 Enable the trainee to respond to an emergency situation requiring deadly 

force, such as an active shooter situation.40   

 

B. Authorizing Employees to Carry Firearms 

 

School districts considering authorizing greater access to firearms on campuses 

should consider the unique environmental factors particular to their school district, in 

addition to requirements of particular state laws.  Districts with campuses in isolated 

settings, for example, may understandably have a heightened need to consider 

providing for their own security. 

 

Relevant environmental factors include: 

 

 Response time for first responders on a call involving an active shooter 

 Proximity to high-crime areas 

 Proximity to major railroads or roadways 

 History of violent incidents  

 Other factors indicating a heightened need for security to be provided by the 

school district as opposed to law enforcement 

 

Practice tip:  A primary consideration for the small number of Texas school districts that 

have already granted authority for specific individuals to carry concealed handguns on school 

premises has been an unusually long response time for emergency services.  Rural districts 

located outside of municipalities have reported predicted response times of up to 30 minutes 

for emergency calls. 

 

  

                                                 
39  Tex. Educ. Code § 37.0811. 
40  Tex. Occ. Code § 1701.260. 
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All school districts share a commitment to creating safe learning environments, but there 

can be no one-size-fits-all response to securing school campuses.  For example, Texas 

school districts vary enormously in size, location, demography, resources, and 

perspectives and while many Texas communities might embrace an action of the local 

school board to expand the presence of firearms on school premises, many others would 

erupt in controversy over the suggestion. 

 

A school board considering granting authorization for firearms on campus may want 

to create opportunities for community feedback.  Obtaining input from the 

community, parents, and other stakeholders will provide insight for the board into 

community support for a policy change, including support for the financial impact of 

a change. 

 

In addition to stakeholder input, a school district should take the following issues into 

consideration before expanding the presence of firearms on school premises: 

 

 Local law enforcement: Involvement of local law enforcement is essential in 

considering an expansion of access to firearms on school premises, as well as the 

development of a detailed protocol to implement such a policy.  Consideration of 

state requirements is important in this step as well.  For example, Texas requires 

school districts to ensure coordination with . . . local law enforcement in the event 

of an emergency when preparing districts’ emergency operations plans.41   

 

Practice tip:  School officials should seek to understand the legal requirements and 

obligations that law enforcement officials assume in responding to an emergency on a school 

campus.  These requirements and obligations take on an entirely new meaning for a school 

district if a district employee is carrying or discharging a loaded weapon on campus when 

law enforcement arrives.  Discussions with law enforcement may include: 

 

 Whether to adopt or amend a memorandum of understanding  

 Law enforcement’s protocol for responding to an active shooter on campus 

 Response time for an emergency call on campus involving a firearm 

 Identification required for a school employee carrying a firearm 

 Mutual agreement of procedures to follow when law enforcement arrives (e.g., stand-

down, put weapon on the floor, show identification, etc.) 

 

 

 Coordination with EOP: If a district adopts a policy to expand the presence of 

firearms on school premises, it will likely do so through adoption or amendment 

of a local district policy.  The general information included in a board policy may 

be incorporated into the EOP.  However, merely having an EOP on file may not 

be sufficient to serve as the written authorization needed under federal and state 

law to grant written permission to certain individuals to carry firearms on school 

                                                 
41  Tex. Educ. Code § 37.108(a)(3). 
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premises.  Changes to both local policy and the EOP should be considered by 

districts expanding authorization for firearms. 

 Implementation issues:  An implementation plan may be needed to cover complex 

issues that are not reflected in the locally adopted policy.  The plan should address 

a host of issues, including but not limited to: storage of an approved or district 

purchased firearm, training requirements for employees specifically authorized to 

carry firearms, retrieval of a firearm during an emergency situation, ownership of 

the weapon, storage of the weapon, type of firearm and ammunition, and others 

unique to the school district. 

 Employee assessment: A district may decide to grant authority to a subset of 

employees based on their position at the district (e.g., all assistant principals) or 

the district may choose employees on an individualized basis.  Either method has 

practical and legal pitfalls to consider carefully.  Additionally, a district should 

look to applicable state laws on the requirement of conducting a criminal 

background check.  Some school districts may wish to set a higher standard for 

acceptable criminal history for employees authorized to carry a firearm.42 

 

Practice tip:  Some of the issues a district should consider include the following: 

 

 Can a district require an employee to carry a concealed handgun or terminate the 

employee if he or she is unwilling to carry? 

 How will a district ensure an armed employee will be present at each desired location 

(e.g., campus)?  Will campus reassignments be made on this basis? 

 If the district needs to replace an individual who has been serving as one of the 

authorized employees, will willingness and capacity to engage in concealed carry 

affect later hiring decisions? 

 If physical attributes such as athleticism and marksmanship are a consideration, is the 

district setting itself up for discrimination claims, including age, race, gender, and 

disability discrimination?43 

 The district may be confronted with strong personal objections to the use of firearms, 

which could lead to claims of discrimination based on religious belief.44 

 Can a district require pre-employment testing to determine an employee’s mental and 

physical fitness if carrying a handgun is a job requirement?  To avoid discrimination 

on the basis of actual or perceived disabilities, a school district must demonstrate 

mental and physical evaluations are related to the job in order to require such tests. 

 

                                                 
42  See The Equal Employment Opportunity Commission cautions employers against using criminal history without 

a case-by-case determination of relevance to the position. EEOC, Enforcement Guidance on Consideration of 

Arrest and Conviction Records in Employment Decisions under Title VII of the Civil Rights Act of 1964, Apr. 25, 

2012, available at: www1.eeoc.gov//laws/guidance/arrest_conviction.cfm?renderforprint=1. 
43  See 42 U.S.C. § 1981; 42 U.S.C. § 2000e et seq. (Title VII); 20 U.S.C. § 1681 et seq. (Title IX); 42 U.S.C. § 

12111 et seq. (Americans with Disabilities Act); 29 U.S.C. § 621 et seq. (Age Discrimination in Employment 

Act); 29 U.S.C. §§ 793-794 (Rehabilitation Act); U.S. Const. amend. I; Tex. Hum. Res. Code § 121.003(f); Tex. 

Lab. Code ch. 21 (Texas Commission on Human Rights Act). 
44  See 42 U.S.C. § 2000e(j) (defining “religion”); 29 C.F.R § 1605.2 (clarifying “reasonable accommodation” 

requirements); Tex. Lab. Code § 21.108 (identifying what constitutes discrimination based on religion). 
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III. Privacy Rights of Students 

 

When working to create a district’s EOP and putting it into practice, a district quickly 

becomes aware of the challenge of balancing the need to provide student information to 

key parties and protecting the rights of student information as required by federal and 

state laws.  The Family Educational Rights and Privacy Act (FERPA) must be taken into 

consideration to keep student information confidential if the information is part of the 

student’s education record as defined by FERPA.45  FERPA generally prohibits the 

release of personally identifiable student information contained in education records 

unless the student’s parent or guardian authorizes the release of such information or an 

exception to this requirement exists.46  Personally identifiable information includes the 

student’s name, address, social security number, date of birth, and other information that 

is linked to a particular student.47 

 

Compliance with FERPA can be a challenge when a school district is required or asked to 

release certain student information to local law enforcement or local health officials in 

response to an emergency.  For example, if a local health department seeks information 

from the district about students who have contracted an infectious disease to protect the 

health and safety of the student or others, the district may be allowed to provide the 

requested information without violation of FERPA. 

 

The U.S. Department of Education’s Family Policy Compliance Office (FPCO) has 

issued guidance for school districts to consider when assessing emergency plans and 

addressing student privacy concerns in times of emergencies.48  In its guidance, FPCO 

addresses the exceptions to FERPA that may be relevant when addressing emergency 

situations on campus: health or safety emergency; personal knowledge or observation; 

and law enforcement unit records.49 

 

A. Health or Safety Emergency 

 

An exception to FERPA exists when the school district determines that there is an 

articulable threat to the health and safety of students; the district may disclose 

information from education records to any person whose knowledge of the 

information is necessary to protect the health or safety of the student or other 

individuals.   Generally, this information is released to health officials, law 

enforcement officers, parents, and trained medical professionals under this exception.  

In making a determination that the exception applies, a school district may take into 

account the totality of the circumstances pertaining to a threat to the health or safety 

of a student or other individuals.50  Within a reasonable period of time after a 

disclosure is made under this exception, the school district must record in the 

                                                 
45  20 U.S.C. § 1232g; 34 C.F.R. Part 99. 
46  20 U.S.C. § 1232g; 34 C.F.R. Part 99. 
47  34 C.F.R. § 99.3. 
48  Family Policy Compliance Office, Addressing Emergencies on Campus (June 2011), available at: 

www2.ed.gov/policy/gen/guid/fpco/pdf/emergency-guidance.pdf.  
49  See 34 C.F.R. §§ 99.8, .31, .36. 
50  34 C.F.R. §§ 99.31(a)(10), 99.36. 
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student’s education records the articulable and significant threat that formed the basis 

for the disclosure and the parties to whom information was disclosed.51 

 

Practice tip:  A school district may be asked to provide state or federal health authorities 

information about staff assignments, student assignments, and daily schedules to determine 

the specific individuals who may have come in contact with a student or staff member with 

an infectious disease.  School districts may want to examine how this information is stored 

and retrieved so that it could be readily available in the case of an urgent public health 

necessity. 

 

Under almost any circumstance, a school district must provide a parent with any 

information that the parent requests about the parent’s own child.  A school district 

must maintain a record, kept with the education record of each student, that indicates 

all individuals, agencies, or organizations that have requested or obtained access to a 

student’s education records, as well as the names of state and local educational 

authorities and federal officials and agencies that may make further disclosures of 

personally identifiable information from the student’s education records without 

consent.52  A district must obtain a copy of the record of further disclosures 

maintained by the named authorities, officials, and agencies and make it available in 

response to a parent’s request to review the record.53  In other words, if a parent asks 

if their own student’s name was included on a list provided to health officials, for 

example, the school district must provide the parent that information; however, the 

parent would not be entitled to see the entire list. 

 

B. Personal Knowledge or Observation 

 

The exception of personal knowledge or observation also may allow districts to 

disseminate necessary information about a student in emergency situations without 

violating FERPA.  Information disclosed through this method includes information 

that a teacher overhears or observes in the course of an emergency.  For example, if a 

teacher observes one student walk safely to the evacuation point and local law 

enforcement is seeking information on the whereabouts of that student, the teacher 

may communicate what she observed to law enforcement, parents, or other 

emergency response personnel.  Personal knowledge or observation disclosures 

should not include information acquired through the result of the employee’s official 

duty or role in causing the information to be created and stored in a student’s 

education record, i.e., disciplinary actions or placements would not fall under this 

exception.54 

 

C. Law Enforcement Unit Records 

 

Information contained in records created and maintained by a school district’s own 

law enforcement unit and which are not considered a component of records 

maintained by the educational agency are excluded under FERPA from the definition 

                                                 
51  34 CFR § 99.32(a)(5). 
52  34 CFR § 99.32. 
53  34 CFR § 99.32(a)(5). 
54  Family Policy Compliance Office, Addressing Emergencies on Campus (June 2011), available at: 

www2.ed.gov/policy/gen/guid/fpco/pdf/emergency-guidance.pdf. 
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of “education records”.55  A law enforcement unit record must be:  (1) created by a 

law enforcement unit; (2) created for a law enforcement purpose; and (3) maintained 

by the law enforcement unit.56 

 

Information contained in law enforcement unit records may be submitted to necessary 

personnel in the event of an emergency if the information will assist in the protection 

and safety of students.  While this information falls under a recognized exception to 

FERPA, school districts will likely use the health and safety exception primarily, 

should the need arise, to distribute student information without seeking parental 

consent first. 

 

                                                 
55  34 CFR § 99.8. 
56  34 CFR § 99.8(b)(1). 


