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I have advised and represented school districts for over 35 years. So I know that 
representing school districts touches upon so many substantive areas that it is difficult 
for any attorney to master them all. In this article, I want to flag the issues you need to 
know to tackle one increasingly important area of school law.  

In 2013, the Fordham University Law School published a study that concluded 
that 95% of school districts “rely on cloud services for a diverse range of functions.” 
Privacy and Cloud Computing in Schools (2013) http://ir.lawnet.forham.edy/clip/2. So, if 
they have not already done so, your clients will be asking you to review or negotiate 
cloud computing contracts. In many ways, these contracts are similar to IT contracts you 
may have seen before. But in other ways, they are very different, and the trick is to have 
at least a basic understanding of what to look for and what to avoid. 

Because these contracts can be esoteric, I am going to tell you what cloud 
computing is, what the special dangers of cloud computing are, and core knowledge you 
need to effectively review and negotiate cloud computing contracts for your clients. The 
subject area is immense, so I will emphasize practical knowledge and point you to more 
detailed resources for more information. And I will provide checklists as a starting point 
when that cloud computing procurement or contract comes your way. 

The Basics 

Almost certainly, you have been using cloud computing for years. If you do online 
banking or have an email account, you have been using a remote computer to send or 
retrieve data or to interact with a vendor’s software to accomplish some task. In its 
most basic form, cloud computing is (1) the use of software that a company has stored 
on third party computers or (2) your storage of documents or data in third party data 
centers like Dropbox. Cloud computing is the online successor to the original personal 
computer model in which users installed and used software on their own computer and 
stored data there. 

Nowadays, it is increasingly likely that you will use third party servers and data 
centers for at least some of your work. A server is a computer set up to store and serve 
up software and data from a remote location, sometimes in your office but often over 
the Internet. The big cloud computing players have huge collections of servers in data 
centers, and the data center deserves particular attention. 
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Two Models 

There are two basic models for cloud computing services. The first model, 
Software as a Service (SaaS), is rapidly becoming the replacement for traditional 
software that you purchase with a perpetual use license and load on your computer to 
use as long as you want. SaaS involves subscription software for which you pay a 
periodic fee for the right to use: when you stop paying the fee, you keep your data files 
but you lose the right to continue using the software. Common SaaS examples are 
Microsoft Office 365 and the Creative Cloud version of Adobe Photoshop. In the school 
setting, popular SaaS products include MUNIS, School Dude, and Pearson PowerSchool. 

SaaS has exploded because software providers are looking for ways to have 
regular income streams and are moving away from selling standalone software. SaaS 
also offers the advantages of user access from anywhere Internet service is available, 
the ability to use mobile devices, and the ease of rolling software upgrades.  

The second model, Infrastructure as a Service (IaaS), involves the offsite storage 
of your data on third party servers. In effect, IaaS replaces or backs up the data you 
store on your in-house computers. The big four players in this arena are Amazon Web 
Services, Microsoft, Google, and IBM, but anyone with a modicum of skill can set up 
data centers and offer their services. 

IaaS is attractive because there are economies of scale in storing large amounts 
of data, and vendors make it relatively easy to scale up storage capacity as needed. 
Current estimates are that data storage is growing by 40% a year, and enterprises like 
school districts generate lots of data. In addition, large vendors can spread the cost of 
more sophisticated file organization and data security among many entities.  

I am more than a little surprised about the speed with which the IT departments 
of different school districts have embraced cloud computing in recent years. To give you 
some historical background, I have owned personal computers since 1981 and have 
worked on IT contracts since 1986. When I started as an in-house school board attorney 
in 1980, I dragooned the first word processing operator hired by my client.  At that time, 
the school district did almost everything on typewriters and mainframes. As personal 
computers became more common, the IT department specified computers it would 
support and connect to its computer networks, and it jealously guarded its prerogatives 
in dictating what the school division could use. Even now, our IT folks are heavily 
involved in the selection of personal computers in office use. However, they now see 
the advantages of working with third parties. Inevitably, this means that more and more 
cloud computing contracts will be coming our way. 
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Near Universal Truths 

Since I worked on my first IT contract, I have come to believe that no matter who 
your school client is and who the vendor is, some basic principles are likely to be true. 
There are exceptions, of course, but I don’t think it is an exaggeration to offer these as 
near universal truths:  

(1) The vendor always oversells the product. The software seldom does 
everything the vendor says it does, at least not in an effortless way your 
clients will actually want to use. In addition, the hardware and software is 
almost never as fast; the report writing is almost never as simple; and the 
software is never as easy to use as the vendor tells you. And almost always, 
the vendor personnel who help with installation and customization are not as 
good as the sales brochures claim. 
 

(2) The IT department almost always underestimates the problems with services 
or software it wants. I have learned to be very careful in talking with IT folks 
about potential problems with new products because they really really want 
to believe this vendor is going to be different. Unfortunately, I have seen a 
number of projects fail because of faulty data conversion, an inability to 
complete necessary interfaces, or custom programming failures by the vendor 
picked by the IT folks. 
 

(3) The implementation schedule usually slips. Unless the superintendent or 
school board is pressing for something to be up and running on a particular 
day, I usually count on the rollout being late. To hedge the risk of late 
implementation, I have tried to negotiate payment schedules based on 
delivery of concrete deliverables rather than calendar dates, and I fight like 
crazy to avoid making anything more than a token payment upfront. My 
favorite question to vendors is: If you what you are promising is true, what is 
your business risk? 

 
(4) Teachers and principals often sign IT contracts for individual schools or classes 

without worrying about procurement, legal reviews, or even IT department 
assistance. It’s tough to unring the bell after the deed is done. 

 
(5) Users, whether they are school employees or students, usually don’t know 

the contract terms and often don’t care about complying. 
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Some Particular Risks 

There are two basic types of risks with cloud computing contracts. The first type 
is the risk of working with a vendor over which the school district has no control other 
than a contract. The second type is the constellation of risks within a school district 
using cloud computing. 

I consider myself a realist in working on IT contracts with third party vendors. I 
have seen IT contracts crash and burn, and I know enough about computers and 
software to see special risks in cloud computing that worry me — sometimes a lot more 
than they seem to bother my IT clients. At the top of my list is the fact that there is 
usually no way to really know if and how the service provider is doing what it needs to 
reduce school district risks in these situations. I try to write in protections for my clients, 
but we have to take a lot of things on faith until people get more experience with them. 

Some of those risks are: 

(1) The possibility of configuration or maintenance errors of the service provider, 
(2) The possibility that the service provider is not segregating  client data from 

that of other users, 
(3) The possibility of bankruptcy, business failure, or service outages of the 

service provider, 
(4) The bigger target for hackers provided by large service providers, 
(5) The inability to practically enforce a contract with a service provider who can 

be 3,000 or more miles away, 
(6) The inability to know exactly what the service provider is doing with client 

data inside the data center, 
(7) The inability to know whether the service provider is storing client data in a 

format the client can use, 
(8) The inability to be sure that the client can get usable data back if there is a 

service disruption or the contract ends, 
(9) The inability to know whether client data is being stored in foreign data 

centers, and 
(10 ) The inability to get protections specific to my client from larger service 

providers who don’t need my client’s business. 

If those risks weren’t enough, I also have to ponder risks from within my client’s 
operations. Some of those risks are: 

(1) Improperly configured or poorly updated school district equipment and 
software, 
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(2) Untrained or inexperienced people in IT, offices, and classrooms, 
(3) Teachers and students accessing the data and services though unsecured 

devices, like smartphones and tablets, 
(4) Poor data security caused by primitive password protection and user 

ignorance or sloppiness, 
(5) Teachers and principals signing up for cloud computing services without 

working with procurement, IT, and legal counsel, and 
(6) Negligence in ensuring FERPA, HIPPA, and FOIA compliance. 

Get Ahead of the Process 

Given the relative novelty of cloud computing contracts and some of the 
particular risks I outlined above, I recommend that school district attorneys get involved 
at the outset of any major cloud computing endeavor. At a minimum, I want to 
participate in the procurement process for big contracts by reviewing bid documents or 
requests for proposals before they go out. I also want to specify mandatory contract 
terms and conditions in bid documents and requests for proposals, including: 

(1)       Specification of basic goods and services to be procured, 
(2)       Performance criteria and guarantees, 
(3)       Training and ongoing technical support, 
(4)       Discussion of need for data conversion, 
(5)       Provisions for encryption of data in transit and at rest, 
(6)       Criteria for selecting service provider (RFPs), 
(7)       Proposal format and requirements (RFPs), 
(8)       Clear delineation of responsibilities between service provider and district, 
(9)       Process for dealing with contract breaches, 
(10) Provisions for contract termination during and end of contract term, 
(11) Requirement for FERPA compliance, 
(12) Requirement for listing of all exceptions (RFPs), and 
(13) Venue and controlling law. 

For mission critical contracts, I suggest you strongly consider attending the initial 
vendor presentations and negotiations. It is a lot easier to finalize the contract when 
you know what was said during negotiations and if you have gotten your own questions 
answered before you sit down to finish the contract.  

And get everything in writing. I often have clients telling me about agreements or 
understandings they reached with a vendor during negotiations that are not written 
down anywhere. I add emails, letters, and similar documents as attachments. 
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If your school district uses the “best and final offer” process, clarify issues that 
arise during negotiations by giving written guidance to vendors before they submit their 
“best and final.” It helps avoid misunderstandings and saves time in the long run. 

Cooperative procurement contracts pose special challenges. Clients love them 
because they are a lot easier than going through a full-blown procurement. However, 
there are difficulties that make them much less appealing to me as their attorney. 

The most obvious challenge with cooperative procurement contracts is that 
almost certainly the procuring agency did not specify exactly what your client wants, 
and it did not include all the protections you think your client needs. It can be very 
difficult after a vendor has signed a contract with the procuring agency to get 
concessions in a follow-on contract when a vendor says “well, it was good enough for 
X.” You also have to consider how much state law will allow you to negotiate terms in 
cooperative procurement contracts before the contract requires a new procurement.  

And be especially careful with using GSA cooperative procurement contracts. Not 
only does the federal government do things a lot differently than local school districts, I 
definitely don’t like a lot of the loose standard terms in them. 

Questions to Ask Vendors 

Whether you personally participate in contract negotiations or leave it to your 
procurement and IT staffs, there are a number of questions somebody needs to ask 
vendors of cloud computing services and software. Obviously, the questions differ 
depending on whether it is a SaaS contract or an IaaS contract. It is vitally important for 
you as the lawyer to remember that different issues arise with each model. 

For example, with SaaS contracts, you need to think about equipment 
requirements, conversion of the school district’s data into a format that the subscription 
program can use, whether the school district or the vendor will store the resulting data, 
software licenses, and performance guarantees. With IaaS contracts, you need to think 
about how the school district’s data will be transmitted to and received from the 
vendor, where the vendor’s data centers are, how the vendor will store the data, and 
whether the school district will keep redundant data backups. 

At the end of this article, I have included a checklist of some of the basic 
questions to add vendors. Many are self-explanatory, but I want to elaborate on some.  

The questions about data conversion and program interfaces are important in 
SaaS contracts if the vendor will import historical school district data for use in the 
subscription program. If the formats do not match, the vendor or the school district will 
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have to change the data’s format to work with the new program. Someone may also 
have to write program interfaces to allow the school district’s legacy programs to 
communicate with the vendor’s software. Unless these are simple tasks that the IT 
department is sure it can handle, I write my agreements to place that responsibility on 
the vendor.  This is one of the stress points of any big contract. As a non-negotiable 
protection, I require fully-functioning program interfaces and 100% accurate data 
conversion as mandatory deliverables before making any payments and the client 
switching over to the new program.  

Another important area of concern is control and access to data for audits, FOIA, 
and electronic discovery. I want to know what the data audit trails are and whether 
information is available about who has accessed the data and when. I also want to know 
how the school district will be able to access and search its data in order to respond to 
FOIA and discovery requests in a timely manner. Data retrieval is difficult enough when 
you have it in house, and it is likely to become more difficult with a change to cloud 
computing, no matter what the vendor says. This is an area I take very seriously.  

I also want to know how the vendor will handle litigation holds to make sure data 
is not only retained but also locked out from changes until litigation is definitely over. I 
think this is a ticking time bomb in cloud computing contracts, and I urge people to be 
very, very careful about this issue. One key point to remember is that you as the 
attorney are likely to be the only one who really understands the issues surrounding 
litigation holds and spoliation of evidence. When your school districts have cloud 
computing contracts, it is not going to be enough to write litigation holds to people in 
the system telling them to preserve their paper documents and computer files. You 
need to ask a lot of questions. 

Basic Contract Components 

The third checklist attached to this article contains the basic components of cloud 
computing contracts. I cannot emphasize enough the desirability of including your own 
terms and conditions, service level requirements, privacy obligations, and acceptable 
use policy in your procurement documents before they hit the market. Doing so can 
weed out the less desirable vendors and give you a stronger hand in negotiating the 
final contract. And if you don’t add them to your procurement documents, vendors will 
submit their own one-sided standard documents and resist efforts to change them. If 
you would like to take a look at sample contract provisions, see the fourth attachment 
to this article which lists a number of resources. Almost certainly, though, you will have 
to craft some provisions to fit the specific circumstances of your contract. 
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Two things to look out for is a vendor’s standard terms and conditions involve 
incorporation of documents and unilateral changes. It is now common to see vendors 
incorporating online documents such as software licenses and minimum equipment 
requirements into the contract by reference. Although it is more work, it is important to 
find and read the incorporated documents and modify them as necessary — they are 
just as much a part of the contract as the standard terms and conditions. And look for 
inconsistencies among the incorporated documents and the main contract; they can 
arise as different people revise different documents at different times. 

Even more concerning is the recent trend for vendors to claim the right to 
unilaterally change contract terms without notice or obtaining your client’s consent. 
What’s worse, they also try to deny the right to terminate the contract and get a pro 
rata refund if your client finds out about the change and objects. I always strike such 
provisions because they would allow vendors to unilaterally change your carefully 
negotiated agreement about things like ownership of data, data security, foreign data 
centers, and the like. I have been able to delete these provisions in SaaS contracts so far. 
But if foresee the day when it may become very hard to do with data storage vendors 
who may become big enough to say “take it or leave it.” If I have my way, my clients will 
indeed leave it. 

Specific Contracting Issues 

Next I want to flag specific issues for you to consider in negotiating cloud 
contracts. The first is the obvious one that you are now handing control of some of your 
client’s data operations to a third party. If something goes wrong, you can’t go to the IT 
department and get it fixed on site. The problem is magnified even further if the vendor 
is located 3,000 miles away. So it is important to consider the logistical difficulties of 
getting solutions to problems that arise during the contract period, enforcing your cloud 
computing contract if there is a vendor breach, and the proof problems you will face in a 
case involving the loss or breach of the school district’s data. I don’t have a good answer 
for this potential problem, and I suggest that you identify it as one of the potential risks 
in entering into the contract in the first place. 

A second major consideration is data security. Every week seems to bring a new 
news story about another data breach. So it is important to ask about the security 
procedures that the vendor has in place, including hardware and software firewalls, 
personnel hiring practices, and data redundancy. Every contract should also set forth 
notification procedures in case of breach.  
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One way to enhance data security is encryption of data. The contract should 
specify the encryption methods that will be used, the means of protecting security keys, 
and whether encryption will be used in transit to and from the service provider as well 
as in the school district. Encrypting data should make it more difficult for hackers to use 
any data they steal. 

Before the contract is finalized, you should have a detailed discussion with the 
school district’s IT staff about data access, backup, and recovery. Because school 
districts need to respond to FOIA and e-discovery requests as well as use their data for 
normal operations, there must be a clear understanding of how data flows back and 
forth so that the school district can satisfy all of its legal obligations. The IT department 
must clearly understand the data formats that will be used by the third party provider, 
whether and how data will be encrypted, and the necessary procedures for accessing 
necessary data. My own view is that school districts should be running daily, weekly, 
monthly, and annual hard copy reports of transactions in SaaS contracts. And I prefer 
that they have redundant copies of data transmitted to the cloud even though that 
tends to undercut the reason for storing data in the cloud in the first place. 

Another consideration is your state’s data retention requirements. If your state 
requires retention of records for specified periods of time and destruction thereafter, 
you and the IT department must figure out how public records created or stored under 
the contract will comply with those requirements.  

In my opinion, it is not enough to simply include a contract provision that the 
vendor will comply with applicable state and federal laws. I think the contract should 
clearly spell out what the requirements are and how they will be satisfied. For example, 
47 states have statutes requiring entities to notify individuals of security breaches of 
personally identifiable information, and 32 states have data disposal laws that require 
entities to destroy, dispose, or otherwise make personal information unreadable. 

Increasingly, large providers are locating data centers in foreign countries for 
economic reasons. Not only does this create logistical problems in case of vendor failure 
or natural disaster, each country has its own privacy and data protection laws. The 
contract should specify that all school district data shall be stored in the United States. 

Metadata is the geeky term that means data about the data, such as the author 
of the document or the date it was created. Depending on the contract, the vendor may 
deliberately or necessarily collect and retain metadata. The contract should specify the 
types of metadata collected, who owns the metadata, what metadata is stored, each 
party’s right to use the metadata, and the client’s right to opt out of collection and use.  
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Metadata is also important information in ediscovery. The contract should 
specify how metadata will be handled if there is a litigation hold so that there is no 
inadvertent spoliation of evidence. In some cases, the best protection will be to have a 
full image/backup of all remotely-held electronically stored information as of the date of 
the litigation hold in addition to a freeze on deletions on local computers. 

One particular area of attention should be the privacy provisions of the 
agreement. In addition to the Fordham study cited on page 1, you can get helpful 
information from the NSBA COSA publication Cloud Computing and Student Privacy: A 
Guide for School Attorneys. Another great resource is the U. S. Department of Education 
Privacy Technical Assistance Center (CTAC). These resources address school district 
obligations under FERPA, the Children’s Online Privacy Protection Act (COPPA), and the 
Protection of Pupil Rights Amendment (PPRA). 

Finally, at the edge of lapsing into needless esoterica, I will mention in passing 
that there are two standards you may want to look at if you are dealing with a mission 
critical contract: ISO 27001 (Information Security Management Systems – 
Requirements) and SSAE (Standards for Attestation Engagements) 16.  

ISO 27001 provides standards for an information security management system, 
and organizations complying with its requirements can obtain a certification from an 
independent body. If your vendor has obtained ISO 21001 certification, I would consider 
that a definite plus.  

SSAE 16 is a promulgation of the Auditing Standards Board of the American 
Institute of Certified Public Accountants. To paraphrase the AICPA’s description, SSAE 16 
provides standards for an auditor’s report on controls at organizations that provide 
services to user entities when those controls are likely to be relevant to user entities' 
internal control over financial reporting. The layperson’s takeaway is to ask to see the 
vendor’s audited financial statements to see what its auditors say about the vendor’s 
internal controls. 

Conclusion 

Like it or not, cloud computing contracts look that they will be an increasingly 
important part of school law practice. As this article indicates, I think there is a long list 
of worrisome concerns that must be considered, and for some of them there are no 
great answers. School district attorneys should carefully discuss these risks with their 
clients, try to ensure that their IT departments understand and have ways to deal with 
them, and protect clients as best they can with thoughtful contract provisions. 
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Checklist for COSA School Law Seminar  
Negotiating Cloud Computing Contracts 

Miami, October 2015 
J. T. Tokarz  

 

Some Risks to Consider 

• Configuration or maintenance errors of service provider 

• Service provider’s storage of data for multiple users without necessary safeguards 

• Bankruptcy, business failure, downtime of service providers 

• Lack of leverage to get specific protections for school district 

• Service providers give bigger target for hacking or other data breaches 

• Poor vendor or school district security practices 

• Teachers and principals signing up without procurement, IT, or legal approval 

• Improperly configured or poorly updated school district equipment and software 

• Access through unsecured devices, e.g., smartphones, tablets, especially by teachers 
and students 

• Spoliation during litigation and difficulties in properly responding to FOIA and electronic 
discovery requests 

 

Mission Critical Applications 

• Some SaaS applications, such as MUNIS, are mission critical because they generate a 
district’s financial records. 

• Districts must have access to such data 24/7 for regular operations as well as for 
reporting, audits, budgeting, etc. 

• For such applications, robust contract provisions for data security, redundancy, and 
recovery are especially important. 

• Contracts should ensure that the district can run necessary weekly, monthly, and annual 
reports and data backups for auditors, reporters, and FOIA requestors. 

• Service providers and IT staffs generally think cloud storage is safe. However, attorneys 
should talk with IT about whether their clients should run hard copies of reports as well 
as maintain electronic files for data audit trails. 
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                                      Checklist for COSA School Law Seminar 
Negotiating Cloud Computing Contracts 

Miami, October 2015 
J. T. Tokarz 

 
Basic questions to ask IT  

 
• If this is a SaaS contract, will school district data have to be converted for use in the 

program? 

• If data has to converted, who will do the conversion and how will the accuracy of the 
converted data be guaranteed? 

• If this is a SaaS contract, will the school district have to scrub its data before it is used in 
the vendor’s program?  

• If the school district has to scrub its data, how long will that take? 

• If this is a SaaS contract, are any interfaces or custom programming necessary to use the 
vendor’s program?  

• If interfaces or custom programming are necessary, who will create the interfaces or do 
the custom programming? 

• If this is a data storage contract, will the vendor convert the data to a different format 
for storage? If so, how hard will it be to reconvert it for school district use? 

• Will the school district maintain any copies of the data in case the vendor goes out of 
business or has a storage outage? If so, will the copies be in electronic format or hard 
copy? 

• Will the school district get periodic reports about the data stored with the vendor? 

• If this is a SaaS contract, will the school district get monthly or quarterly summary 
reports? What will be included in the reports? 

• What audit trails will the school district have to track what data is with the vendor? 

• How will you handle litigation holds on the data with the vendor? 

• What is required and how long will it take for the school district to get a complete copy 
of its data on demand? 

• How will the vendor’s data encryption work? 

• Have you done a review of the vendor’s internal security and hiring practices? 

• Are you satisfied with the vendor’s internal security measures?  
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• How does the vendor separate applications and data from different clients? 

• If there is a data breach, how will IT work with the vendor to minimize the effects of the 
breach? 

• How will IT handle the aftermath if the vendor goes out of business?  

• How can we avoid vendor lock-in and be able to exit when needed? 

• Are you satisfied with the documentation provided by the vendor? 

• Will school district staff have to be trained to use the vendor’s services? If so, who will 
do the training and when? 

 

  

Copyright © 2015 National School Boards Association. All rights reserved.



Checklist for COSA School Law Seminar  
Negotiating Cloud Computing Contracts 

Miami, October 2015 
J. T. Tokarz  

 

Basic questions to ask potential vendors during negotiations 

• Will school district data have to be converted? 

• Are any new program interfaces required? 

• How will school district personnel be trained? 

• What data audit trails are provided? 

• How do you handle litigation holds? 

• What is required for the school district to get a complete copy of its data on demand? 

• Is school district data encrypted in transit and at rest? 

• Do you maintain data in a proprietary file format? 

• How can we get our data to respond to FOIA and electronic discovery requests? 

• Is school district data searchable? How? 

• How can we handle litigation holds of our data in storage? 

• What are your internal security measures?  

• How do you separate applications and data from different clients? 

• What are your incident response procedures? 

• What happens to your software and our data if you go out of business?  

• What happens if you decide to change your services during the contract term? 

• Do you subcontract or outsource any of your data storage? 

• Do any independent third parties audit your security practices? 

• Have you ever had any data breaches? If so, how big and what did you do? 

• What is the longest period your system has been “down”? 

• Are the terms of your service agreements negotiable? 

• What type of liability coverage do you have? 

• Do you warrant data integrity and no data loss? 
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• Do independent third parties audit your security practices?  

• If so, which one and what certifications have you obtained? 

• Do you accept liability for damages due to interruptions in service? 

• If we decide to terminate service, how much time do you allow clients to retrieve data? 

• Do you use school district data in any way during and after a contract? 

• Who has intellectual property rights to the school district’s data? 
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Checklist for COSA School Law Seminar  
Negotiating Cloud Computing Contracts 

Miami, October 2015 
J. T. Tokarz  

 

Typical components of cloud computing contracts 

• Basic terms and conditions, including software licenses 

• Service Level Agreement (SLA) 

• Privacy policy 

• Acceptable use policy 

 

Basic Terms and Conditions 

• Price, description of what is being purchased 

• School equipment, configuration requirements 

• Schedules, term of contract, renewal options 

• Termination provisions, status of data upon termination 

• Training, documentation 

• Data conversion, interface development, if necessary 

• Maintenance and support 

• Software updates, upgrades 

 

Service Level Agreement 

• SLA states predefined service levels and the vendor’s payment if those service levels are 
not achieved. 

• SLA should specify each service level, how compliance will be measured, how failures 
will be reported, and the compensation for each failure. 

• Instead of measuring performance by simple uptime, SLAs should specify user metrics 
such as page rendering time, response time, and user interactivity time. 

• SLA should also specify maintenance periods and other periods of unavailability.  
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Additional Resources for COSA School Law Seminar  
Negotiating Cloud Computing Contracts 

Miami, October 2015 
J. T. Tokarz  

 
 

Great resources for dealing with student data privacy and vendor use of student data: 

  • U. S. Department of Education Privacy Technical Assistance Center (PTAC) 

  • COSA’s Cloud Computing and Student Privacy: A Guide for School Attorneys 

 http://www.nsba.org/cloud-computing-and-student-privacy-guide-school-attorneys 

  • Privacy and Cloud Computing in Public Schools (Fordham University) 

 

Finding sample contract provisions 

• Protecting the School District in Contracting for Purchases of Hardware and Software, 
2006 NSBA School Law Seminar 

• Protecting Student Privacy While Using Online Educational Services: Model Terms of 
Service, Privacy Technical Assistance Center (online) 

• GSA Security Language for IT Acquisition Efforts, CIO-IT Security-09-48, Revision 1 
(online) 

• COSA’s Cloud Computing and Student Privacy: A Guide for School Attorneys 

http://www.nsba.org/cloud-computing-and-student-privacy-guide-school-attorneys 

 

Additional resources 

• Michael E. Casey, Cloud Computing Contracts (including links at end of 
article) http://www.michaelecasey.com/?p=215  

• Joe McKendrick, 9 Questions to Ask before Signing a Cloud Computing 
Contract http://www.forbes.com/sites/joemckendrick/2013/01/14/9-questions-to-ask-
before-signing-a cloud-computing-contract/ 

• Morrison & Foerster LLP, Client Alert, Negotiating Cloud Contracts 

• Stephanie Overby, How to Negotiate a Better Cloud Computing 
Contract  http://www.cio.com.au/article/344007/how_negotiate_better_cloud_comput
ing_contract/ 
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• NIST Special Publication 800-144, Guidelines on Security and Privacy in Public Cloud 
Computing (December 2011) (intended for federal agencies) 

• Negotiating Cloud Contracts: Looking at Clouds from Both Sides Now, 16 Stan. Tech. L. 
Rev. 79 (2012)       http://stlr.stanford.edu/pdf/cloudcontracts.pdf 

• “If It’s in the Cloud, Get It on Paper: Cloud Computing Contract Issues” in 
EDUCAUSEREVIEW online    http://www.educause.edu/ero/article/if-its-cloud-get-it-
paper-cloud-computing-contract-issues 

• DoD ESI White Paper: Best Practices for Negotiating Cloud-Based Software 
Contracts  http://www.esi.com 

• Terms of Service Didn’t Read     https://tosdr.org 

• Creating Effective Cloud Computing Contracts for the Federal Government: Best 
Practices for Acquiring IT as a Service 
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