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Protecting Personal Information:
Managing and Preventing Data Security Breaches

By Jill Greenfield, NSBA Legal Intern, National School Boards Association, Alexandria, Va

Data security breaches at companies across the
country have become all too frequent and
familiar. We remember when hackers gained
access to over 70 million customer records by
infecting Target’s payment-card readers in 2013."
Before that, attackers stole information from
more than 100 million accounts by infiltrating
Sony’s PlayStation Network in 2011.> These
breaches are alarming because they leave us
exposed to identity theft and fraud. But now, it’s
not just companies that are being hacked; schools
and universities have increasingly become targets
for these attacks, which leaves not just us, but
also our students and school employees,
vulnerable.

This article will discuss how data breaches can
happen and what requirements exist under state
law in case a breach does occur. Next, the article
will address some ways school districts have
handled recent security breaches. Finally, the
article will suggest ways to prevent data breaches
and protect personal information.

I. How Can Data Breaches
Happen?
There are numerous ways an unauthorized
person can acquire or gain access to personal
information. Personal information, as the term is
used in this article, is an individual’s first and last
name in combination with his or her social
security number, driver’s license number or state
identification card number, or account number,
credit, or debit card number with any code or
password required for access to the individual’s
financial account. The most common methods of
acquiring or accessing personal information are
explained briefly below.

A. Malware/Virus
Malware, short for malicious software, is any
software used to disrupt or gain access to
computer systems or gather personal
information. The bestknown types of malware
are viruses and worms, so named for the manner
in which they spread (rather than for what they
do to your computer). Malware is most
commonly introduced when a user clicks on an
infected advertisement, email, attachment, or
website; computers that are not protected with
anti-malware software are particularly vulnerable.

B. Hacking
The term “hacker” may conjure up the image of a
pale adolescent feverishly typing away at a
computer, but hackers come in all shapes and
sizes and use a variety of techniques. Methods
range from the high-tech—such as encryption-
cracking tools, programs that capture keystrokes,
or programs that monitor packets of information
as they pass through a computer network—to the
very low-tech, like impersonating IT employees or
technical support personnel, sending phishing
emails, or peeking through your garbage. The
ultimate goal: to acquire user names, passwords,
and credit card numbers the hackers can exploit.

C. Theft/Loss

Computers and laptops, portable electronic
devices, and even paper files are susceptible to
theft or loss. Laptops and thumb drives can
contain a great deal of personal information, and
this data becomes available to unauthorized
individuals if the device is stolen or lost by a
school district employee.

D. Unsecure
Storage/Transmission
Unauthorized persons can acquire or gain access
to personal information if it is sent or stored in



an unsecure place. For example, data can be
intercepted in transit if it is emailed in plain text
or sent in an unprotected attachment. Data is
also at risk if files containing personal
information are saved in a web folder that is
publicly accessible online.

E. Unsecure Disposal
When computers reach the end of their usable
life, they are either sold for reuse or disposed of.
When those hard drives move on to their next
destination, they may still contain personal
information if they are not securely deleted or
destroyed. An unauthorized person may even get
personal information from paper records if they
are discarded without first being shredded.
Photocopiers are also an unexpected source of
data because they may retain records of copies
with personal information if their hard drives are
not wiped before disposal.

F. Third-Party Contractors
School district employees are not the only ones
with authorized access to personal information.
Third-party contractors also access and possess
school district data. This data can be vulnerable
in the hands of that third party depending on the
level of care the contractor uses. A contractor’s
servers may be infiltrated, personal information
may be hacked in transit, or a physical device may
be stolen while under the control of the
contractor.

Recognizing the different ways an unauthorized
person may acquire or gain access to personal
information is critical in order to protect that
sensitive data thoroughly. Section IV of this
article provides suggestions for protecting
personal information.

il What Does State Law
Require in the Case of a
Breach?’

While the Family Educational Rights and Privacy

Act (FERPA)*, the Protection of Pupil Rights

Amendment (PPRA)’, and the Children’s Online

Privacy Protection Act (COPPA)® define a school

district’s responsibilities under federal law in the

area of student data privacy,” much of a school
district’s obligations and potential liability for a
data breach come from state law.

State law regarding data breaches varies widely,
ranging from California, with extensive and
detailed requirements, to Alabama, New Mexico,
and South Dakota, all of which have no
legislation regarding data breaches. The goal of
this section is to provide a high-level overview of
the current state legislation that applies to school
districts. For more detailed guidance on the
particular laws of your state, consult your COSA
school attorney.

A. How Do States Define a Data
Security Breach?
The Texas definition of a security breach is
representative of a typical state law definition. A
breach occurs if there is:

Unauthorized acquisition of
computerized data that compromises the
security, confidentiality, or integrity of
sensitive personal information
maintained by a person, including data
that is encrypted if the person accessing
the data has the key required to decrypt
the data.®

A majority of states use the term “unauthorized
acquisition” of data to define a breach, but a
sizable minority define a breach as access and
acquisition of the relevant data. In a few states,
access alone constitutes a breach, which means a
breach can exist without actual procurement of
the data by an unauthorized individual.

In addition to the exposure of the personal
information, fifteen states also require that the
unauthorized access and/or acquisition cause, or
be reasonably likely to cause, harm in order to
meet the definition of a breach.” This harm could
take the form of economic loss, identity theft, or
fraud, depending on the language of the statute.

Nearly all states have a good-faith employee
acquisition exception. In these states, if an
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employee or agent of the school district acquires
personal information for a legitimate purpose
and neither uses that information improperly nor
makes further unauthorized disclosures of the
information, that acquisition does not constitute
a breach.

A majority of states also note that a breach has
not occurred if data is secured by encryption or
any other method that makes the personal
information unreadable or unusable. Even in
states whose statutes do not specifically name this
exception, access and/or acquisition of encrypted
data would likely not meet the definition of a
breach as this would not compromise the
security, confidentiality, or integrity of the
personal information. If, however, an
unauthorized individual is able to access or has
acquired both encrypted data and the decryption
key, a breach would result.

B. What Notification
Requirements Exist?
The laws in most states that address the issue
require school districts to notify affected
individuals when a breach occurs. California’s
notification obligation is representative:

Any agency [to which the statute applies]
shall disclose any breach of the security
of the system following discovery or
notification of the breach in the security
of the data to any California resident
whose unencrypted personal information
was, or is reasonably believed to have
been, acquired by an unauthorized
person. '

In most states, the notification requirement is
triggered upon discovery or notification of a
breach or when the entity becomes aware of a
breach. About half of states, however, have an
important exception to the notification
requirement. Notice to affected individuals is not
required if, after an appropriate investigation and
consultation with law enforcement, the school
district reasonably determines that no harm has
or will likely result from the breach.

If notification is required, nearly all states
stipulate that the disclosure be made “in the most
expedient time possible and without
unreasonable delay,”"! but a few have more
specific timing requirements. Almost all states,
however, permit a delay of notification if a law
enforcement agency determines that the
notification will impede a criminal investigation.

Notice can generally be provided in written or
electronic form; about half of states also permit
telephonic notice. Different substitute notice
mechanisms may be available if the breach affects
a sufficiently large number of individuals or if
notification will cost a sufficiently large sum of
money.

A number of states’ statutes enumerate the
specific content the notice must include, but in
general, the notice must be written in plain
language and include when and how the breach
occurred, what data was compromised, what the
school district is doing to protect personal
information from further unauthorized access,
and contact information so that an affected
individual can seek further assistance.

Finally, a majority of states have an exception
that allows school districts to maintain their own
notification procedures as part of an information
security policy for personal information, provided
that this policy is consistent with the timing
requirements of the relevant state statute. If a
district notifies affected individuals in accordance
with its policies in the event of a breach, it is
deemed in compliance with the state statute.

C. Who Else Needs to be
Notified?

In addition to a notification obligation for
affected individuals, some state statutes also
require school districts to notify the state’s
Attorney General, specifically the Office of
Consumer Protection (or some similarly-
functioning agency), if a security breach should
affect a certain number of people (commonly 500

or 1,000 individuals).
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Many states also require that notice be provided
to consumer reporting agencies in the event that
more than a given number of individuals
(commonly 1,000, but ranging from 500 to
10,000) are affected by a security breach. In these
states, all consumer reporting agencies that
compile and maintain files on consumers on a
nationwide basis must be informed of the timing,
distribution, and content of the notices.

D. How are These Laws
Enforced?

In the majority of states, these laws are enforced
by the state Attorney General, who is empowered
to bring a civil action if a school district fails to
comply with the state’s statute. Some states
permit the Attorney General to seek actual
damages and/or injunctive relief in addition to
civil penalties.

A minority of states have enumerated penalty
structures in their statutes. They generally take
the form of a maximum penalty per failure to
notify (commonly $250 or $500, but as high as
$10,000) along with a maximum penalty not to
be exceeded for the entire security breach
(commonly $150,000; ranging from $5,000 to
$750,000).

Some states simply define a maximum penalty
per security breach. Only Texas has established a
minimum penalty ($2,000) along with a
maximum ($5,000) per breach.'” For a few states,
such as Florida and Ohio, the magnitude of the
penalty depends on the number of days the
district is in violation."” Idaho and Michigan are
the only states to have established criminal

penalties for violations."*

Eleven states and the District of Columbia
provide for a private right of action, allowing an
individual injured by a breach or by failure to
disclose a breach in a timely manner to bring a

civil action for damages and/or injunctive relief."”

The District of Columbia, for example, also

permits residents to recover reasonable attorney’s

fees.'

With data security breaches becoming more and
more common, state legislatures are continually
modifying their laws. At least 25 states in 2016
have introduced or are considering security
breach notification bills or resolutions.'” This
legislation could expand the definition of
personal information, require businesses or
government entities to implement security
measures, and/or create additional requirements
for educational institutions. With these changes
on the horizon, consult your COSA school
attorney to ensure your district is in full
compliance with your state’s current
requirements.

Il1l. What Have School Districts
Actually Done When
Breaches Occur?

With K-12 schools increasingly becoming targets

of cyber-attacks, there is now a pool of experience

to draw from should personal information be
compromised in your district. In many cases, the
way forward is clear: notify law enforcement and
notify students, families, and employees.

However, an increasingly popular type of attack,

ransomware, is creating a difficult choice for

school districts.

A. Ransomware: To Pay or Not
to Pay?

In a ransomware (a type of malware) attack, a
school district’s data is encrypted by the attacker
and taken hostage. The attacker will only provide
the decryption key to make the data accessible
again upon payment of a demanded sum of
money, often in Bitcoin (a digital currency)
because it is harder to trace. The question for
school districts is whether to pay the ransom and
get the district’s data restored more quickly and
get schools running normally, or to refuse and go
through the time-consuming process of deleting
the encrypted data and restoring that data from
backup files.

The Horry County School District, the third
largest school district in South Carolina, fell
victim to a ransomware attack in 2016."® Up to
60% of the district’s computers were frozen
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within minutes and began to display a cryptic
message that turned out to be a ransom note."
The district was forced to shut down more than
100 servers to stop the malware from spreading,
but the district’s data had become inaccessible.*
Technology Director Charles Hucks made the
decision to pay the ransom, about $10,000 in
Bitcoin, in order to get the data back online
faster and allow teachers and students to return
to business as usual.?!

In addition to being an expense school districts
can ill afford, paying the ransom can be a risk.
What if the ransom is paid but the attackers do
not send the decryption key? Hucks wisely
negotiated a “proof of life” type transaction to
make sure the hackers delivered the key to avoid
precisely this scenario. He also sent payment for
just one machine first to make sure the
decryption would work.*

Three other districts that faced a ransomware
attack chose not to pay: the Swedesboro-
Woolwich School District in New Jersey in
2015;” the North East Independent School
District in Texas in 2016;** and the Cloquet
School District in Georgia, also in 2016.” These
districts suffered the inconvenience of operating
without their computer systems while the
encrypted data were deleted and restored from
backup. This choice impacted teachers and
students. Depending on the level of integration
of technology, it can affect attendance systems,
phones, and food service systems, among other
aspects of the school day.

Refusing to pay the ransom is only an option, of
course, if the school district has backup files from
which to restore the data. Without these files, the
only options are to lose the data entirely or to pay
the ransom to get it back.

If faced with a ransomware attack, school districts
should consider the following questions to
determine whether to pay the ransom:

*  How many schools or departments
in the district are affected?

* To what degree does the lack of
computers impact classroom
operations and the schools’ ability to
function?

*  How much money is the attacker
asking for in ransom?

*  How much data is affected?

*  Are there backup files for the
affected data?

*  How long will it take to restore the
system?

While districts will likely have to make
individualized decisions, the FBI does not
support or recommend paying a ransom in
response to a ransomware attack because paying
the ransom does not guarantee the organization
will get its data back.” It also emboldens cyber
criminals and incentivizes further criminal
activity.”” Instead, the FBI recommends
prevention efforts and the creation of a business
continuity plan should an attack occur.” Section
IV below provides more information about
prevention steps.

B. Making Students, Families,
and Employees Whole Again:
Providing a Credit
Monitoring Service

Another question, should a breach occur, is what
should school districts do to make students,
families, and employees whole again? The
exposure of a student’s sensitive personal
information can have long-term effects. A joint
industry-academic study of 40,000 children
caught up in a data breach found that someone
else was using 10.2 percent of their social security
numbers.” A student’s social security number is
uniquely valuable; it is unused, so it is a blank
slate and can be paired with any name and birth
date.”® Additionally, the chance of discovery is
low because the student will not be using the
number for a long time and because parents
usually do not monitor their student’s
identities.’' The potential impact on the student’s
future is profound because identity theft can
damage their ability to acquire a mobile phone,
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get approval on a student loan, or obtain a job or
a place to live.”

What can school districts do to mitigate the
consequences of a breach? One step school
districts can take is to provide credit monitoring
and identity theft resolution services to families
at no cost. For example, the Olympia School
District in Washington is providing a two-year
credit monitoring service to anyone affected by a
recent data breach in 2016.”” The program
includes free credit reports, suspicious activity
alerts, and identity theft insurance.’* The district
also provided staffed open computer labs to assist
employees in signing up for these services, with
times staggered to allow all types of employees to
attend.”

The Katy Independent School District in Texas
provided a similar proactive program to current
and former employees affected by a 2015
breach.’® The service was provided at no cost for
three years.”” Sequoia Union High School
District in Oregon provided a service offered by
one of the three U.S. credit reporting agencies at
no cost for twelve months.”® In the notice sent to
affected individuals, the district also provided
information on other steps to take, such as
placing a Fraud Alert or a Security Freeze on their
credit report, and/or obtaining a free credit
report to monitor for fraudulent or irregular
activity.”

Providing a credit monitoring service at no cost
in the case of a breach is only required by law in a
handful of states, but school districts can help
minimize the damage and put families more at
ease by making these services available.

IV. What Steps Can Be Taken to
Prevent Data Breaches?®

Despite hackers’ growing ability to infiltrate
school districts’ networks, there are numerous
steps districts can take to make it harder for
attackers to access and acquire personal
information. The following are some best
practices to consider to prevent data breaches.

A. Manage the Data and the
Network

Know what data exists, what is being collected,
and where it is stored. Only collect necessary
personal information and be transparent with
families about what data is collected and how it is
used.*! It is important to know what sensitive
data the district maintains and where it is stored
both in order to secure it and in order to inform
affected individuals in the case of a breach.

Install a firewall, an intrusion
detection/prevention system (IDPS), and anti-
malware software. A firewall is designed to
permit or deny network access based on a set of
rules and is used to protect networks from
unauthorized access, while still permitting
legitimate access. An IDPS is a monitoring device
that detects malicious activity on the network.
Using a multi-layered defense reduces the risk of
network infiltration.

Store and transmit data securely. Data that
includes personal information stored on servers
or on mobile devices should be encrypted. Any
personal information being transmitted,
particularly via email, should also either be
redacted or encrypted. This can be done either by
encrypting the data files or by encrypting the
email transmissions themselves.

Control access to the data. Consider securing
data access by requiring strong passwords and
multiple levels of user authentication. Set limits
on the duration of data access (e.g., locking access
after the session times out) and limit
administrator privileges. Determine which
personnel within the district should have access
to which categories of student and employee
personal information. Place public access
computers on a separate network to reduce the
risk of an unauthorized person introducing a
threat to the network that contains sensitive data.

Keep software up to date. “Patch management”
is the process of regularly rolling out software
updates and patches. A patch protects computers
and applications by updating the security against
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new threats or vulnerabilities. Develop a patch
management plan to keep the system protected.

Delete data when it is no longer needed.
Minimizing the amount of personal information
being stored reduces the risk of exposure in case
of hacking or theft. Deletions should only be
made subject to the school district’s or state’s
document retention schedule,*” the Individuals
with Disabilities Education Act (IDEA),* and
other federal requirements.*!

B. Educate Employees
Teach employees with access to personal
information about the appropriate uses for that
data. Create an acceptable use policy that
outlines appropriate uses for the district’s systems
and incorporate security policies into employee
responsibilities. Note that some states and federal
grant programs require school districts to create
such policies*” and that state departments of
education may provide guidelines, best practices,
and/or sample considerations for the
development of these policies.*® Encourage
employees to verify who has access to a given
network location before saving, posting, or
sending personal information.

Instruct employees to be cautious of suspicious
advertisements, emails, attachments, and
websites. Clicking on these unsafe links is the
most common way malware is introduced,;
educating employees can help reduce this risk.

Encourage employees to use cryptic passwords
and not to share them. Passwords that are
difficult to guess are more secure. Initial and
temporary passwords should be changed as soon
as possible. Employees should use different
passwords for work and non-work accounts.

C. Manage Physical Devices and
Physical Access
Inventory and secure portable devices. Laptops
should be kept in sight or locked to a work
station or other secure location. To avoid theft,
papers, computers, and other electronic devices
should not be left visible in an empty car or

house. Consider extra security measures like
encryption for portable devices. Also, be sure to
monitor inexpensive assets like thumb drives that
can contain valuable personal information.

If your district has a “Bring Your Own Device”
(BYOD) program, establish security policies.
Each device can introduce threats when
connected to the network, so create a list of
approved devices and a strategy for securing
them. "’

Destroy or securely delete data before re-using
or disposing of equipment. Securely erase
printers, fax machines, and photocopiers before
resale, disposal, or returning them to the vendor,
again in accordance with relevant document
retention schedules and federal regulations.
Shred paper records with personal information
before disposing of them.

Restrict physical access to areas where personal
information is stored. Secure access to any areas
where sensitive data is stored, such as buildings
and server rooms. Consider locking office doors,
installing card access control to buildings or
offices, locking file cabinets, and having auto log
off functionality on computers.

D. Manage Third Parties
Do the due diligence. Interview vendors and
review their security policies regarding employee
background screening and data management.
Examine the vendor’s insurance coverage and any
prior legal complaints, litigation, or regulatory
actions in this area with the assistance of your

COSA school attorney.

Know which online educational services are
being used in your district. Today’s classrooms
increasingly use computer software, mobile
applications (apps), and web-based tools provided
by third parties that may use student
information. Have policies and procedures to
evaluate and approve proposed online

. . 8
educational services.”
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Draft data security contract language. Work
with your COSA school attorney to specify how
the data should be handled while it is in use and
how it will be returned or erased. Be sure the
contractor has read and understood any data
security contract provisions.

De-identify the information that goes to
vendors. Remove personal information as much
as possible from any data that gets sent out to
third-party contractors to reduce the risk of
exposure.

E. Create a Response Plan”
Typically, school districts already have crisis
management plans in place for instances of
school violence and weather issues, among other
emergency situations. Establishing a similar type
of plan for responding to a data breach will
promote better response coordination and will
help school districts respond more quickly. A
prompt response reduces the risk of further data
loss and can mitigate any negative consequences
of the breach, including potential harm to
students and employees. Efficient incident
handling will also help reduce a district’s liability

associated with delayed reporting and
notification.

The Privacy Technical Assistance Center (PTAC),
established by the U.S. Department of
Education, has created a checklist designed to
illustrate some current best practices in data
breach response and mitigation.”® Though the
checklist may not be exhaustive, it is an excellent
starting point for school districts to create their
own individually tailored response plans. In
creating the plan for your district, consult your
COSA school attorney for further guidance.

With hackers increasingly targeting schools and
with data breaches on the rise, school districts
should take steps to protect their networks and
personal information to prevent a breach, be
prepared to respond to a breach, and be
informed about the requirements under both
state and federal law should a breach occur. It is
not so much a matter of if, but when an attack
will happen. It is imperative for districts to start
the conversation about data security now in order
to implement the necessary technologies and
practices to mitigate the effects of a breach before
it happens.
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